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LAW FIRM GENERAL 
COUNSEL ROUNDTABLE

Thursday, May 15, 2025
3:15 p.m. to 4:45 p.m.

Cyber Scams and Other Threats Facing Law Firms 
Best Practices and Ethical Considerations  
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THE 
PANEL Moderator/Speaker:

James DiGiulio, 
Partner and General Counsel

O’Toole Scrivo, LLC, Cedar Grove

Speakers:

Ronald L. Israel, 
Partner and General Counsel

Chiesa Shahinian & Giantomasi P.C., 
Roseland
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THE PANEL

Speakers:

Joshua S. Levy,

Partner and General Counsel
Gibbons PC, Newark

Rebecca L. Rakoski,

Co-Founder & Managing Partner
XPAN Law Partners LLP, Marlton

Sarah J. Scott,

Associate General Counsel
Lowenstein Sandler, LLP, Roseland 3
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AGENDA

• Cybersecurity Basics

• Tips and Tricks

• Intersection of Ethics and Legal Technology 

• Biggest Firm Cybersecurity Issues

• Case Studies
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Cybersecurity Basics
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Law Firm Data Breaches

New York City’s Law Department

Grubman Shire Meiselas & Sacks (Lady Gaga and other A-Listers) 

IP law firm Vierra Magen Marcus (Fortune 500 Companies)

Panama-based Law Firm Mossack Fonseca
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Why

Why

Why

Why

Why
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Why
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Target Rich Environment 

National Security

Intellectual Property

Business Intelligence

Bank Account and Credit Card 
Information

Confidential Information

Protected Health Information
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Anatomy of a Data Breach
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Cyber-Threats
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Tips and Tricks 
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People, Processes, and Technology 
(NOT Just Technology)

Takeaway:
You can’t 
solve this 
problem with 
software 
alone.
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Never. Ever. EVER. Reuse. Passwords.
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Protecting Your Browser
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Whenever Possible Use MFA/ DFA
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Never Run Your Computer As Administrator

Computer permission goes all ways…
- Inadvertent Installs 
- Background Processes
- Etc.

Create A User Account AND an Admin 
Account
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Home WiFi Security: What’s Out There, and 
Does it Work?
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Antivirus Protection: What’s The Scoop?

Make sure you have good antivirus/antimalware software:

1. Set software to update automatically

2. If you use them, look for software that scans USB drives as well

3. Go with a trusted name

4. Simple is better

5. If you don’t have IT support, work with your vendor or the 
company that makes your AV software to make sure it is setup 
properly
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Email: Staying Safe

91% of all cyber attacks start with email… and mobile is becoming a larger 
issue.

95% of all cyber breaches (successful attacks) are caused by human error.

Key: Stay safe and avoid “unforced errors” 

Live By A Simple Set of Rules:

1. Always call a confirmed phone number to verify financial, address, and 
email transactions.

2. NEVER click on links in email unless you’re absolutely certain of the 
source.

3. Use a good SPAM/phishing filter (work with your email provider)

4. Regularly share reminders with your team (if you have one).
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Data Backups: Consider The Cloud

Working with your technology provider (or email provider), discuss having a secure cloud 
backup strategy. Some solutions provide:

- Ransomware & malware detection 

- Access from any location (if needed)

- Disaster resilience & rapid recovery

Key questions:

- If you had to recover your data from a backup, how long would it take? How long 
could you afford to be down?

- Is your data secure (cloud backups can be VERY secure).

- Can you use MFA to access backup.

- Where is your data located (servers).

NOTE: If you are bound to any data regulations, you may have additional considerations 
here. 
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1. Form Your Team:
Assemble a “cybersecurity team” and assign roles and responsibilities to every member based on the NIST 
Framework. Meet monthly (in person or by phone). 

2. Obligation Assessment: 
Conduct an “obligation assessment” of required obligations you face regarding breach and notifications. 

3. Incident Response Plan:
Develop written plan with roles, responsibilities and reporting criteria, should an incident occur.

Cybersecurity is a shared responsibility – everyone, at every level, is an important piece 
of the puzzle.
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Intersection of Ethics and Legal Technology 

2009 ABA Ethics 20/20 Commission

An understanding that technology and 
globalization have transformed the practice of 
law in ways that were unforeseen in 2000 (time 
of last revisions).

Called for changes to ABA Model Rules and Official 
Comments in response to rapidly changing 
technological advances and practices
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Competence

RPC 1.1
A lawyer shall not (a) handle a matter entrusted to the lawyer in such manner that the lawyer’s conduct 
constitutes gross negligence; (b) exhibit a pattern of negligence or neglect in the lawyer’s handling of 
legal matters generally.

“Competent representation requires the legal knowledge, skill, thoroughness and preparation 
reasonably necessary for the representation.”  ABA Model Rule 1.1.

ABA Comment [8]: “To maintain the requisite knowledge and skill, a lawyer should keep abreast of 
changes in the law and its practice, including the benefits and risks associated with relevant technology, 
engage in continuing study and education and comply with all continuing legal education requirements 
to which the lawyer is subject.”
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Protection of Client Files

Maintaining Client Confidences in Tech 

RPC 1.6: an attorney shall not reveal information relating to the representation of a client.

In New Jersey, a “lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information relating to the 
representation of a client.”

NJ RPC 1.6(f). This sub-paragraph, officially adopted in April 2016, is intended to put lawyers “on notice 
that they must evaluate the adequacy of their electronic security measures.” Special Committee Report 
and Recommendations, May 12, 2015, at p. 23.
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The Ethics of Data Breaches

ABA Formal Opinion 483 (Oct. 17, 2018): Lawyer’s Obligations After an Electronic Data Breach or 
Cyberattack

Data breach is “a data event where material client confidential information is misappropriated, 
destroyed or otherwise compromised, or where a lawyer’s ability to perform the legal services for 
which the lawyer is hired is significantly impaired by the episode.”
Hack, ransomware, other infrastructure-level attacks. 

“When a data breach occurs involving, or having a substantial likelihood of involving, material                              
client confidential information a lawyer has a duty to notify the client of the breach.”

Affected RPCs: 1.4, 1.6, 1.15
1. Disclose enough information for client to make informed decisions;
2. The plan to respond/recover information;
3. Material developments.
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Data Breaches: Reasonableness Standard

“The threshold obligation to understand the risks is satisfied 
by learning where and how confidential information is 
vulnerable to unauthorized access.  This inquiry must be made 
with respect to each type of electronic device or system as 
they have been or are incorporated into the lawyer’s practice.”

California Standing Committee on Professional 
Responsibility and Conduct, Formal Opinion 2020-203

Process includes:
Assess risks;
Identify and implement security responses to risks;
Verify that responses are effective;
Ensure they are updated in response to new 
developments

This Photo by Unknown Author is licensed under CC BY-ND
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Biggest Firm Cybersecurity Issues

• Phishing scams

• Hacking 

• Ransomware

• Data breach

• Malpractice claims

• Client demands

• Generative AI
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Who Would Want My Stuff?

• Client social security or tax id numbers
• Client financial records
• Medical information
• Criminal records
• Proposals and drafts
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WHY ARE SOLOS/SMALL FIRMS 
PARTICULARLY VULNERABLE?

• F A L S E  S E N S E  O F  S E C U R I T Y - E . G .  I  H A V E  N O T H I N G  H A C K E R S  W O U L D  W A N T .  N O T  

T R U E ! ! !  S O L O S  A N D  S M A L L  F I R M S  A R E  L O W - H A N G I N G  F R U I T .  I N  A D D I T I O N ,  

S O L O S  A N D  S M A L L  F I R M S …

• L A C K  A W A R E N E S S  T H A T  T H E Y  A R E  A T  R I S K .

• L A C K  T I M E  A N D  R E S O U R C E S  T O  A D D R E S S  C Y B E R  S E C U R I T Y  I S S U E S .

• L A C K  C L A R I T Y  A S  T O  W H A T  T H E Y  S H O U L D  D O .

• F A I L  T O  I M P L E M E N T  S O L U T I O N S  A R E  T H A T  A V A I L A B L E .
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Privileged Communications

• Communications with in-house counsel may be 
covered by the attorney-client privilege.

• RPC 1.13

• United Jersey Bank v. Wolosoff, 196 N.J. Super. 553 
(App. Div. 1984)
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Privileged Communications

What if the communications involve a client matter?

• New York - Stock v. Schnader Harrison Segal & Lewis LLP, 142 
A.D.3d 210 (App. Div. 1st Dept. 2016)

• Oregon - Crimson Trace Corp. v. Davis Wright Tremaine LLP, 
355 Ore. 476, 478 (Ore. 2014) 

• Georgia - St. Simons Waterfront, LLC v. Hunter, Maclean, Exley 
& Dunn, P.C., 293 Ga. 419, 425-26 (Ga. 2013) 

• Ohio - TattleTale Alarm Sys., Inc. v. Calfee, Halter & Griswold, 
LLP, 2011 WL 382627, at *4 (S.D. Ohio Feb. 3, 2011) 

• Attorneys who have sought the advice of their law firm's in-
house general counsel on their ethical obligations in
representing a firm client may invoke attorney-client privilege
to resist the client's demand for the disclosure of
communications seeking or giving such advice.
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Case Studies

• BUT SEE Bonde v. Wexler & Kaufman PLLC

• Bonde (Swedish national) hired law firm for condominium sale 
(and to be escrow agent). Post sale, Bonde provided wire 
instructions to his attorney at the firm.

• Wexler received fraudulent instructions from an imposter.  Firm 
did not verify either instructions and wired more than $425,000 
to imposter.

• Despite attempts, the money could not be recalled.  Bonde 
sued firm for malpractice, conversion and other claims.
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Case Studies

• Bonde v. Wexler & Kaufman PLLC

• Privilege Issue: Bonde sought several internal messages (texts, 
WhatsApp, emails) relating to cyberfraud.

• Wexler and Kaufman asserted they were acting as the firm’s 
general counsels in investigating the matter.

• Court rejects this theory:
• No discussion of liability; no confirmation of GC-type role; 

no discussion of firm policies, etc.  No legal advice or 
analysis.

• Takeaway: context matters in internal privilege. Have defined 
roles (even temporarily).
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Privileged Communications

What if the communications involve a client matter?

• New Jersey – Unpublished 2016 trial opinion 
Woodhaven Lumber

• Court ordered disclosure of an investigative file of
documents retained by defendant law firm’s general
counsel.

• The trial court stated that the attorney-client 
privilege clearly belonged to the client and not the 
lawyer and that “[a] lawyer cannot claim privilege 
against the client they represent.”
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A  S O L O  A T T O R N E Y  I N  T H E  W A S H I N G T O N ,  D . C .  A R E A  W A S  R O B B E D  O F  A  S I Z A B L E  

S E T T L E M E N T  A F T E R  H A C K E R S  T O O K  C O N T R O L  O F  H I S  E M A I L  A C C O U N T  A N D  S E N T  

I N S T R U C T I O N S  F O R  T H E  S E T T L E M E N T  P A Y M E N T  T O  B E  T R A N S F E R R E D  T O  A N  O F F S H O R E  

A C C O U N T .

A  D E F E N S E  F I R M  I N  C A L I F O R N I A  P A I D  O U T  H A L F  A  M I L L I O N  D O L L A R S  T O  C Y B E R  

S C A M M E R S ,  B E L I E V I N G  T H A T  T H E Y  W E R E  S E N D I N G  T H E  F U N D S  T O  A  S E T T L E M E N T  

A D M I N I S T R A T O R .  T H E  M O N E Y ,  W H I C H  W A S  M E A N T  F O R  P L A I N T I F F S  I N  A  W A G E  A N D  

H O U R  C A S E ,  D I S A P P E A R E D .
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Solo and Small Firm Data Breaches…

A client of a small law firm in New Jersey wired $560,000 to a bank account 
that belonged to a hacker who posed as a representative of the firm.

A ten lawyer Rhode Island firm lost $25,000 in ransom and $700,000 in lost 
revenue after one of its attorneys opened a phishing email which allowed 
malware to spread through the firm’s computer network. The firm could not 
operate for three months.

A three lawyer firm in New Jersey lost over $200,000 from its attorney trust 
account after hackers gained access to the firm’s online banking platform 
using the firm’s device as well as their credentials.
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QUESTIONS?









 

 

  

RONALD L. ISRAEL  

Member 
General Counsel  

Roseland, NJ  
NJ Phone: (973) 530-2045  
risrael@csglaw.com  

PRACTICE AREAS  

INTELLECTUAL PROPERTY  •  INTELLECTUAL PROPERTY ENFORCEMENT & 
LITIGATION  •  LITIGATION  •  REAL ESTATE  •  TRUSTS & ESTATES  

INDUSTRY EXPERIENCE  

PRIVATE CLIENT SERVICES  

 

OVERVIEW 

With over 20 years of experience in several areas of commercial litigation, Ronald Israel has 
focused on representing clients in complex matters. He has represented the State of New 
Jersey in numerous matters, represented three governors, and litigated serious constitutional 
issues in both Federal and State courts. In the end, though, Ron knows that his job is to 
zealously advocate for his clients in the most cost-effective manner possible looking for 
business solutions, not just litigation. 

Ron’s experience includes the successful litigation of a broad range of complex commercial 
matters, including partnership disputes; professional malpractice issues; minority oppression 
and shareholder derivative actions; trademark and copyright infringement claims; and 
restrictive covenant and raiding cases. He has represented all types of clients from multi-billion-
dollar corporations in bet-the-company lawsuits to family members engaged in emotional 
estate litigation. With regard to professional malpractice cases, he has represented several 
multi-national and New York-based law firms as well as numerous major law firms in New 
Jersey. He has also litigated bootleg and counterfeit goods cases and supervised the seizure of 
infringing merchandise. In addition, his experience includes many entertainment-related 
matters involving well-known artists and entertainers. 



As the general counsel of CSG and chair of the firm’s ethics and conflicts committee, Ron is able 
to advise lawyers and law firms as to their ethical obligations and represents them in legal 
malpractice cases. He also advises companies in regard to compliance and ethics programs. 

In 2010, Ron convinced the Third Circuit Court of Appeals to disagree with 15 years of D.C. 
Circuit law interpreting the scope of immunity for international organizations engaged in 
commercial transactions, thereby creating new international law in the Third Circuit. OSS 
Nokalva, Inc. v. European Space Agency, 617 F.3d 756 (3d Cir. 2010). Earlier in 2019, the U.S. 
Supreme adopted this law and made it applicable to the entire country. 

He earned his B.A., with high honors, from Rutgers University and received his J.D. from 
Columbia School of Law. 

*Results may vary depending on your particular facts and legal circumstances. 

HONORS 

•     Included in The Best Lawyers in America®, Ethics and Professional Responsibility Law; Professional 

Malpractice Law – Defendants (2024-2025) 

•     Selected to the New Jersey Super Lawyers list, Business Litigation; Intellectual Property Litigation; 

Estate & Trust Litigation; Professional Liability: Defense (2012-2025) 

•     Selected to the New Jersey Super Lawyers – Rising Stars list, Business Litigation; Intellectual Property 

Litigation; Estate & Trust Litigation; Professional Liability: Defense (2009 and 2011) 

•     Included in New Jersey Law Journal, 40 Under 40 (2010) 

•     Included in NJBIZ, Forty Under 40 (2009) 

INVOLVEMENT 

•     American Bar Association 

•     Association of the Federal Bar of New Jersey 

•     Essex County Bar Association 

•     Federal Bar Association 

•     Litigation Counsel of America, Fellow 



•     New Jersey State Bar Association 

EDUCATION 

•     Columbia Law School (J.D., 1996) 

•     Rutgers, The State University of New Jersey (B.A., with high honors, 1993) 

ADMISSIONS 

•     New Jersey 

•     New York 

•     U.S. Court of Appeals, Second Circuit 

•     U.S. Court of Appeals, Third Circuit 

•     U.S. Court of Appeals, Federal Circuit 

•     U.S. District Court, District of New Jersey 

•     U.S. District Court, Eastern District of New York 

•     U.S. District Court, Southern District of New York 

•     U.S. Supreme Court 

NEWSROOM 

•     New Jersey State Bar Association 2024 Annual Meeting & Convention: Insights from Law Firm 

General Counsel – The Ethics of Fee Collection (May 15, 2024) 

•     New Jersey State Bar Association 2023 Annual Meeting & Convention: The General Counsel 

Roundtable (May 17, 2023) 

•     NJSBA: Arrivals, Departures, Transfers and Cancellations (May 20, 2021) 

•     CSG Law Alert: Confidentiality Provision In Settlement Agreements May Pertain to the Lawyers and 



Not Just the Clients (September 16, 2020) 

•     CSG Law Alert: Damms v. Damms Brings into Focus the Importance of Attorney Diligence During 

COVID-19 Pandemic (April 27, 2020) 

•     CSG Law Alert: Client Intake Best Practices in COVID-19 Environment (April 22, 2020) 

•     CSG Law Alert: Attorneys: Six Tips to Protect Yourself from Malpractice Claims in Today’s COVID-19 

Environment (April 2020) 

•     CSG Law Alert: Attorneys: Six Tips to Protect Yourself from Malpractice Claims in Today’s COVID-19 

Environment (April 16, 2020) 

•     CSG Law Alert: Attorney Ethics Considerations in the Age of Coronavirus (March 25, 2020) 

•     CSG Law Alert: ABC NY Affirms Prior Opinion Allowing Lawyers to Opine on Medical Marijuana Law 

(January 30, 2020) 

•     CSG Law Alert: Serving as Escrow Agent Can Be Risky (January 16, 2020) 

•     CSG Law Alert: Outside Counsel Guidelines May Supersede Your Firm’s Engagement Letter 

(December 20, 2019) 

•     CSG Law Alert: The Critical Nature of the Engagement Letter When Representing Corporate Clients 

(December 10, 2019) 

•     CSG Law Alert: New York Ethics Opinion Requires Attorneys Paid in Cryptocurrency to Treat it as 

Business Transaction (July 24, 2019) 

•     CSG Law Alert: The Role of the Engagement Letter in Setting Client Expectations and Avoiding Legal 

Malpractice Claims (June 28, 2019) 

•     CSG Law Alert: Failure to Comply with Local Procedural Rules Could Lead to Malpractice Claim (June 

14, 2019) 

•     New York State Bar Association Clarifies Permissible Scope of Referrals Between Spouses in Related 

Fields (June 2018) 

•     ROI-NJ: Youth movement – Chiesa Shahinian & Giantomasi is turning stereotype of stodgy law firm 

on its head (June 4, 2018) 



•     New Jersey Law Journal: Client Intake: Potential Pitfalls to Avoid at the Outset of Retention (January 

24, 2018) 

•     New Jersey State Bar Association: 2017 Annual Meeting and Convention (May 17-19, 2017) 

•     NJBIZ: Triple Play: How Attorneys Can Avoid Malpractice Suits (May 29, 2016) 

•     The Defend Trade Secrets Act – Providing More Protection for Trade Secret Owners (May 2016) 

•     New Jersey Law Journal: The Suit-Within-a-Suit Paradigm Is Still Necessary (March 10, 2016) 

•     Law360: NJ Case Could Force Firms to Extend Malpractice Coverage (January 29, 2016) 

•     American Bar Association: Whether You Can Threaten Contempt in a Subpoena for Non-Compliance 

(January 15, 2016) 

•     New Jersey Law Journal: Loss Prevention Tips for Law Firms (January 14, 2016) 

•     Northeast Corporate Counsel Forum: ETHICS: Duties and Obligations When Representing a 

Corporation Under RPC 1.13 (June 24, 2014) 

•     Commercial Damages Reporter: Disgorgement as a Viable Theory of Restitution Damages (January 1, 

2014) 

•     New Jersey Law Journal: Modern Solution to the Timeless Problem of Stolen Data: A fresh look at 

the Computer Related Offenses Act (February 4, 2013) 

•     Middlesex County Bar Association: Preparing for the Random Trust Account Audit (December 12, 

2012) 

•     New Jersey Law Journal: Where Clients Borrow to Fund Suits, Malpractice Troubles May Follow 

(January 10, 2011) 

•     New Jersey Law Journal: Hyperlinking in Briefs: Strategic and Practical Considerations (July 19, 2010) 

 















 

Sarah Scott
Associate General Counsel

Sarah Scott is Lowenstein Sandler’s Associate General Counsel. In this position, Sarah assists the firm’s General Counsel in conflicts of interest, ethics, and
other risk management issues. She is also responsible for the review, analysis, and resolution of potential conflicts with respect to new business intake as well
as lateral attorney and new attorney hires.

Prior to joining Lowenstein Sandler, Sarah was a litigation associate with Patton Boggs, LLP, an Am Law 100 firm. While there, Sarah was an integral member
of the defense team that represented the City of New York and over 80 construction companies sued in In re World Trade Center Disaster Litigation, the largest
mass toxic tort litigation in American history. In that matter, Sarah served as a member of the Defendants’ Co-Liaison Counsel, acting as an advisor to and
representative for more than 350 corporate defendants. She has extensive experience with complex litigation and arbitration, both at the state and federal level.
She has represented clients in a broad variety of matters involving commercial disputes, lender liability, consumer fraud, product liability, securities, mass torts,
and internal investigations.

Sarah attended the College of the Holy Cross in Worcester, Massachusetts, and Seton Hall University School of Law, in Newark, New Jersey, where she was a
Chancellor’s Scholar and a Distinguished Scholar. She is licensed to practice law in New Jersey and New York and is admitted to appear before the U.S.
District Court for the District of New Jersey and the Southern and Eastern Districts of New York.

NEWS & INSIGHTS
Publications

July 1, 2021
"Co-Working Spaces for Attorneys: Ethical Concerns and Best Practices," New Jersey State Bar Association's Real Property, Trust and Estate Law
Section Newsletter

Kimberly E. Lomot , Sarah Scott , Stacey C. Tyler
July 1, 2020
"Ethical Concerns When Representing Children Without Capacity in Immigration Proceedings," PLI Plus

Sarah Scott

SPEAKING ENGAGEMENTS
Speaker, Spring Alumni CLE Day: Securing Your Home Office: Tips and Tricks to Secure a Busy Lawyer’s Home Network, Lowenstein
Sandler,Webinar, May 17, 2022
Speaker, Fall Alumni CLE Day: Recent Developments in Disqualifications and the Unauthorized Practice of Law, Lowenstein Sandler,Webinar,
November 9, 2021
Speaker, Fall Alumni CLE Day: Corporate Law 2020: Recent Developments in Engagement Letters and the Ethics of Mistakes in the COVID Era,
Lowenstein Sandler,Webinar, November 10, 2020
Speaker, Fall Alumni CLE Day: Ethics of Social Media, Lowenstein Sandler,Roseland, NJ, November 13, 2019
Speaker, Spring Alumni CLE Day: The Ethics of Client Pitches and Client Secondments, Lowenstein Sandler,Roseland, NJ, April 30, 2019
Speaker, Fall Alumni CLE Day: Corporate Ethics 2018: Ethics and Choice of Law Issues in Transactions, Lowenstein Sandler,Roseland, NJ,
November 13, 2018
Speaker, Client Appreciation CLE Event: Legal Ethics in the #MeToo Era, Lowenstein Sandler,Palo Alto, CA, October 24, 2018
Speaker, Spring Alumni CLE Day: Electronic Transactions: Where The Click Is Mightier than the Pen , Lowenstein Sandler,Roseland, NJ, May 15,
2018

New Jersey
T: +1 973.422.6780
sscott@lowenstein.com
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Speaker, Fall Alumni CLE Day: Cyber Security Threats, Best Practices and Ethical Conduct in the Technology Age, Lowenstein Sandler,Roseland,
NJ, November 9, 2017

EDUCATION
College of the Holy Cross
Seton Hall University School of Law

ADMISSIONS
New Jersey
New York
U.S. District Court for the District of New Jersey
U.S. District Court for the Southern District of New York
U.S. District Court for the Eastern District of New York
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