Al’s Impact On Corporate Counsel and Businesses: Key Strategies & Insights
Artificial Intelligence Track (Central Ballroom AB)

Join us for an engaging panel discussion tailored for corporate counsel and business
leaders navigating the rapidly evolving landscape of artificial intelligence (Al) in the legal
realm. This program will equip attendees with critical updates on Al technologies, evolving
regulatory frameworks, and ethical considerations that impact organizations. Key topics
include an overview of existing legal frameworks—addressing issues such as data
protection, intellectual property, and liability—as well as strategies for leveraging Al tools to
enhance business operations while ensuring regulatory compliance. In addition, the
program will examine best practices for ethical Al deployment with a focus on bias
mitigation, transparency, and accountability.



Ethics and the Rise of Al

As Technology Evolves, So Will the Impact
on Rules of Professional Conduct

By Hon. Heidi W. Currier, Jessica Lewis Kelly, Natalya Johnson and Robert Hille

Technology and the digital revolution have transformed the way we do things. While some say
these advances have created greater efficiencies and brought the world closer together, they have
also created new threats to our privacy and security.

The justice system is not immune to abuse and misuse of technology. Courts and lawyers can find it difficult to keep pace and
embrace the benefits of rapidly advancing technological tools while avoiding harm.

The ongoing expansion of access to and use of artificial intelligence, especially generative Al, further complicates the ethical
landscape for law professionals, both in and outside the courtroom.

Historically, cybersecurity efforts were primarily focused on how to prevent bad actors from accessing data and systems. Sys-
tems were constantly updated to detect and prevent unauthorized access while users were trained to recognize and avoid social
engineering attempts at access by hackers. Theft of digital data and the information it contained as well as access to financial sys-
tems created new opportunities for criminals.
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The acquisition of personal or propri-
etary information not only creates a
large-scale risk of embarrassment
through social media but identity theft
also permits access to financial accounts
and conversion of property. Correcting
the consequences of identity theft places
an enormous burden both on individu-
als and institutions.

Access to computer systems enabled
control of those systems by a third party
as well as the ability to shut them down
entirely. Ransomware created large pay-
outs for hackers. Additionally, such
access through malware allowed for
unauthorized access to information,
alterations of data and the unfair and
unknown competitive use of informa-
tion causing substantial harm.

Without the proper framework, Al
exacerbates these ongoing threats: (1) by
expanding the pool of potential bad
actors from highly skilled technologists
to anyone with access to a smartphone or
computer, (2) by improving the quality
and believability of deepfakes, and (3) by
increasing the frequency and level of

cyber-attacks. For lawyers, Al might be
the catalyst that transforms cybersecuri-
ty from nice-to-know to need-to-know,
as suggested by the New Jersey Supreme
Court’s consideration of a possible new
CLE requirement in “technology-related
legal subjects” and a potential comment
to RPC 1.1 (“Competence”) regarding
technology.'

Through a faster processing tool that
draws from an enormous database, Al
seeks to empower us to become more effi-
cient, more understandable, and more
creative. Viewed more cynically, Al seeks
to become a better version of us.

Early stages of Al tools, still in use,
examined what we and others said. It
then tried to anticipate what we would
say next. Constantly monitoring what
we said, it strived for better predictions or
to provide us with better alternatives.
Examples can be seen with ubiquitous
word processing programs including tex-
ting options for smartphones. When typ-
ing a text or email, the device offers
choices on what it believes you want to
say (or should say) next. Many emails

come with pre-prepared suggested replies
increasing the danger of unintended
consequences due to rapid responses
without time for reflection.

The evolution of Al technologies also
presents evolving considerations. Gener-
ative Al seeks to go a step further. It seeks
to create for us, in a fraction of the time,
a work product that is better than what
we could do ourselves. To do this, it
accesses a vast universe of information
and works in response to prompts from
the user. The more detailed the prompt,
the better the response. The goal of gen-
erative Al is to integrate the ability to
touch, see, hear, smell and taste. In other
words, Al seeks to become us, only a bet-
ter version.

In exchange, Al also learns from its
users. Each interaction and input of
information improves Al’s inferencing
that allows it to compare what we did
and want to do with other examples
from its universal framework. Through
this expanding universe or large lan-
guage platform, Al is constantly seeking
to improve. The larger its universe and
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There can...be a tendency for an Al tool to suggest how lawyers
should approach a legal problem or brief. While this may be
helpful, it may not be the best course in a particular case because

its suggestion may not be compliant with our court or evidence
rules or pertinent case law. It could also lead to a generalized
response when the circumstances call for a particularized one.

the more information and specificity it
receives from its users, theoretically, the
better the final product.

These technological advances can
similarly benefit the legal system and its
participants. Yet with its potential bene-
fits, AI and Generative Al add another
layer to privacy and security risks and
further threaten technological vulnera-
bilities.

As with any digital tool, Al is only as
good as its programming, its database
and what is inputted. An additional con-
sideration is its programming capacity to
learn from its accumulation of data and
user interaction.

By now, we are familiar with Al hallu-
cinations and briefs containing non-
existent sources. In some of those cir-
cumstances, attorneys were sanctioned
by the court. The error in the AI tool’s
output was no excuse for the attorney’s
failure to review and verify the accuracy
of court submissions.

We are also familiar with potential
inherent biases in Al programs. Because
Al draws its learning from the past to the
user’s point in time, its inferences can be
biased. Some examples of this could
include the use of an Al hiring tool to
find ideal employee candidates. Howev-
er, the tool measured past employee
backgrounds and performances. The
result was the creation of a racial or gen-
der bias in its hiring screening and rec-
ommendations.

There can also be a tendency for an Al
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tool to suggest how lawyers should
approach a legal problem or brief. While
this may be helpful, it may not be the
best course in a particular case because its
suggestion may not be compliant with
our court or evidence rules or pertinent
case law. It could also lead to a general-
ized response when the circumstances
call for a particularized one. Another
danger is Al could repeatedly direct a
lawyer to a portion of its universe that is
not where the lawyer wants to go or
should go. The result could be a blind
spot for the lawyer. Instead of boosting
efficiency, the use of Al may result in the
lawyer spending more time working
around the tool’s misplaced suggestions
to locate relevant content.

Another area of concern is created by
research vendors. Within these research
tools, vendors also seek to improve their
Al tools. They do this by bombarding
lawyers with pop-ups directing them to
click into Al programs. Ostensibly, their
purpose is to entice lawyers to see how
good their Al tool is. But this also can
lead to inadvertently clicking into an Al
program and potentially sharing confi-
dential information without intending
to do so.

Sometimes, Al-generated articles take
on the appearance of a primary resource
created by a person or reputable organi-
zation or entity. A tell-tale sign here is
the absence of an identifiable author.
Just as lawyers must locate and read any
cited case law (whether suggested by Al

or otherwise), so too they must check the
sources referenced in any article offered
by Al to confirm its existence and the
accuracy of the referenced content.

Most importantly, Al exacerbates the
risk of unauthorized disclosure of or
unauthorized access to confidential
information entrusted to the lawyer.

Al can obtain information from a
lawyer when the lawyer has inputted
information into the tool or gave the tool
access to a database. Where the tool is
only accessible to the lawyer or the firm,
this may not be a problem, so long as
appropriate security measures are estab-
lished and routinely monitored. If the
lawyer uses a vendor-based system, addi-
tional privacy concerns abound, requir-
ing extensive vetting of Al vendors.

Similar risks exist for employees and
members of the judiciary who use Al and
Generative Al tools. Judges and court
staff are prohibited from inputting any
confidential or non-public information
into public Al tools. The New Jersey
Courts are cautiously exploring in-devel-
opment retrieval augmented generation
models that might in the future enable
broader use of Al to improve court servic-
es. This work is guided by the Statement
of Principles for the New Jersey Judici-
ary’s Ongoing Use of Artificial Intelli-
gence, as approved by the Supreme Court
in January 2024.

With the proliferation of Al technolo-
gy, new laws and regulations have
emerged. Currently, there is an absence
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of a single overriding federal law; howev-
er, a patchwork of state and even foreign
regulations have emerged. Some states
have reviewed Rules of Professional Con-
duct to help establish a uniform frame-
work to help guide the responsible use
and implementation of artificial intelli-
gence technology related to the practice
of law.

Prior to therise of A, the Court placed
the ethical burden on counsel in RPC
1.6(f) “to make reasonable efforts to pre-
vent the inadvertent or unauthorized
disclosure of or unauthorized access to
information relating to the representa-
tion of the client.” RPC 1.0 defines “rea-
sonable” as “the conduct of a reasonably
prudent and competent lawyer.”

The Official Comment to that RPC
requires a lawyer to safeguard “electroni-
cally stored information” in the lawyer’s
control from access by third persons,
including a vendor. Additionally, RPC
5.3 makes a lawyer responsible for fail-
ures of vendors and other entities or per-
sons the lawyer contracts with to protect
confidential information.

Where third persons improperly
access confidential information entrust-
ed to the lawyer, the Official Comment
to RPC 1.6(f) lists a number of factors to
consider in deciding whether the
lawyer’s conduct breached the rule. The
list is not exhaustive.

Identified factors are (1) the informa-
tion’s sensitivity; (2) likelihood safe-

guards would have prevented disclosure;
(3) the cost of additional safeguards; (4)
the difficulty of implementing addition-
al safeguards; and (5) the extent such
safeguards impair the lawyer’s ability to
represent clients. Clients may require
specific safeguards or give informed con-
sent to forgo security measures otherwise
required.

We see that many of the concepts sur-
rounding ethical and responsible artifi-
cial intelligence principles coincide with
the underlying tenets of our RPCs. For
example, frequently when exploring Al
and ethics, terms such as explainability,
transparency, fairness and mitigation of
bias are implicated. These concepts relate
to and connect with RPCs governing
competence, confidentiality, and candor.

In addition to the New Jersey Supreme
Court Committee on Artificial Intelli-
gence and the Courts, an Al task force set
up by the New Jersey State Bar Associa-
tion established New Jersey as one of the
first states to explore the responsible
integration of artificial intelligence into
legal practice and adherence to ethical
standards. The task force evaluated the
rules at play to assess and determine
whether the RPCs were sufficiently flexi-
ble to relate to the rise of Al use and to
cover professional conduct with legal
practice when leveraging Al. That task
force became a formal committee of the
Association after submitting its report
and continues its work in this field.

Other jurisdictions also engaged in this
exercise, including states such as New
York and Pennsylvania.

In 2024, the American Bar Association
issued its Formal Opinion 512 entitled
Ethics Guidance and Lawyers Use of Al
tools. The ABA and jurisdictions around
the country have reached similar conclu-
sions about the broad applicability and
flexibility of RPCs to cover Al use. Some
of the specific rules at play include the
ABA Model Rules of Professional Con-
duct: Competence (Rule 1.1), Confiden-
tiality (Rule 1.6), Communication (Rule
1.4) and more. Ultimately, attorneys are
responsible for work product and output
regardless of how it is generated.

The standards regarding confidential
information as expressed in the RPCs
also impose the potential for civil liabili-
ty on lawyers.

In Baxt v. Liloia, 155 N.J. 190 (1996),
the Court held that a breach of the RPCs
could not form the basis of a civil action
against a lawyer. However, the RPCs are
conduct standards for lawyers. That is,
they are evidence of the standard a lawyer
is required to follow. Where a breach of a
particular RPC standard contributes to
some harm, a lawyer can be held liable for
legal malpractice. This is now grafted into
the language of the Model Jury Charge on
Legal Malpractice.’

As noted, Al is designed to outpace
humans. To do that, it must constantly
learn. That can only be done by feeding

In addition to the New Jersey Supreme Court Committee on
Atrtificial Intelligence and the Courts, an Al task force set up by
the New Jersey State Bar Association established New Jersey as

one of the first states to explore the responsible integration of
artificial intelligence into legal practice and adherence to ethical
standards.

24 NEW JERSEY LAWYER | APRIL 2025

NJSBA.COM



on what the user gives it. This is why
research Al financial stakeholders want
to direct us to constantly use Al

A common goal for creator and user
may be availability of and access to a per-
fect and helpful legal product. However,
financial stakeholders are primarily driv-
en by profit, not ethics. Lawyers’ interests
must always be guided by ethics and
their fiduciary duties.

In a proactive effort to address risks
imposed by AI, the Court formed a
ommittee on Artificial Intelligence and
the Courts. That committee preliminari-
ly recommended that the risks posed by
Al use were adequately addressed in the
RPC:s as currently configured and did not
require amendment or supplementation.
But the Court also recognized additional
considerations Al use presented in the
ethics context and the need for guidance
to the Bench and Bar in that regard.

As to the Judiciary, the Court issued
the public-facing Statement of Princi-
ples, which articulate how Al will be used
in alignment with the Judiciary’s core
principles of Independence, Integrity,
Fairness, and Quality Service. The state-
ment includes a promise to “engage in
ongoing oversight to ensure that Al tech-
nologies are Transparent, Explainable,
Accurate, Reliable, and Secure.”

Judges are permitted and encouraged
to use Al, as guided by the Code of Judi-
cial Conduct, Rule 1:38 and judiciary
policies. Al is a useful tool for research,
and the drafting or refining of non-legal
communications, such as speeches and
remarks. However, decision-making and
judicial writing remain in the sole
province of a human judicial mind.

Although a litigant is not required to
reveal the use of Al in writing briefs or
making arguments in New Jersey, judges
are learning to detect the use of Al in
cases and in the courtroom. This will be
particularly prevalent in expert opinion
and testimony as the technology evolves
and litigants’ use of it expands.

Lawyers and judges will need to work
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together to identify the AI work product
and resolve issues surrounding it.

As to lawyers, the Court issued Prelim-
inary Guidelines on the Use of Artificial
Intelligence by New Jersey Lawyers in a
Jan. 24, 2024, Notice to the Bar and
authorized a survey distributed to more
than 75,000 attorneys regarding their
views of and experiences with generative
Al technologies. Guided by the thou-
sands of responses to that outreach, the
Judiciary committed to provide no-cost
CLE programs regarding Al. To date,
those programs include a July 24, 2024,
webinar, with leaders of the Office of
Attorney Ethics, focusing on the ethical
implications of Al use, and a Dec. 19,
2024 webinar regarding Al implications
for cybersecurity.

In noting some of the problems
lawyers and the courts have experienced
with AI, the Court in its Preliminary
Guidelines warned lawyers that their
core ethical responsibilities remain
unchanged when using Al tools. They
must employ the same commitment to
diligence, confidentiality, honesty and
client advocacy as with traditional meth-
ods of legal practice.

In this regard, the Court began by not-
ing a lawyer’s responsibility for accuracy
and truthfulness. It then identified the
requirements in RPC 3.1 Meritorious
Claims and Contentions; RPC 4.1(a)(1)
Truthfulness in Statements to Others
(not making false statements of fact or
law to third persons); and RPC 8.4(c) Mis-
conduct (conduct involving fraud deceit
or misrepresentation).

The Court then cautioned that where
Al generated false information, the use of
that information may result in those
rules being violated because of the
lawyer’s duty to check and verify the
accuracy of all Al generated information.

Next,
lawyer’s responsibilities for honesty, can-

the Court referenced the

dor and communication. As already
required, a lawyer is responsible for
ensuring the validity of Al-generated

information contained in pleadings,
arguments or evidence filed or submitted
to a tribunal.

Where that information contains
false, fake or misleading content, the
lawyer may be in violation of RPC
3.3(a)(1) Candor Toward Tribunal (mak-
ing a false statement of fact or law) or
RPC 3.3(a)(4) (offering evidence the
lawyer knows to be false). Because of the
lawyer’s duty to verify, knowledge will
apparently be presumed. This require-
ment is also present in Rule 1:4-8(a) Friv-
olous Litigation (effect of signing legal
court documents).

The failure to ensure accuracy might
also be a violation of RPC 8.4(d) (conduct
prejudicial to the administration of jus-
tice) and RPC 8.4(g) (conduct involving
discrimination). The latter could occur
where an inherent bias in a tool results in
a discriminatory impact to the groups
identified in RPC 8.4(g) or where a tool is
used to advance a discriminatory use.

The Court also reinforced that a
lawyer cannot use Al to manipulate or
create false evidence, or to allow a client
to engage in such conduct. Such imper-
missible actions can support violations
of RPC 1.2(d) Scope of Representation
and Allocation of Authority Between
Client and Lawyer (cannot counsel or
assist a client in conduct that is illegal,
criminal or fraudulent); RPC 1.4(d)
Communication (failure to advise a
client of the inability to assist in conduct
not permitted by the RPCs); and RPC
3.4(b) (falsify evidence, counsel a wit-
ness to testify falsely or offer a witness an
illegal inducement).

In disclosing the lawyer’s use of Al to
a client, the Court noted that a lawyer
did not have an affirmative duty to dis-
close the use of Al under RPC 1.2 (lawyer
must abide by a client’s decisions con-
cerning the scope and objectives of rep-
resentation after consulting with the
client about the means to pursue them);
1.4(b) (lawyer must promptly comply
with a client’s reasonable request for
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information); and RPC 1.4(c) (lawyer
must provide sufficient information for
a client to make informed decisions
regarding the representation).

However, a lawyer must inform a
client about the use of Alif the client asks
or if the client cannot make an informed
decision regarding the representation
without knowing that the lawyer is using
Al. An attorney can use Al to explain
issues to the client but the lawyer is still
charged with ensuring the accuracy of
information generated by Al.

The Court addressed privacy and secu-
rity under RPC 1.6 Confidentiality. That
rule covers all information relating to the
representation of the client. This
includes the client’s identity. N.J.R.E.
504, Attorney Client Privilege includes a
subset of that information relating to
attorney-client communications with
the expectation of confidentiality. In
both instances, the client, not the
lawyer, possesses the privilege.

As discussed above, RPC 1.6(f) specifi-
cally burdens the lawyer with the duty to
make reasonable efforts to avoid unau-
thorized access or disclosure. The Court,
in noting the array of Al tools including
those designed for lawyers and those “in
development for use by Law firms,” views
the ultimate responsibility to be the
lawyers to ensure the security of an Al
system where a lawyer enters non-public
client information. The consequences of
such a security breach by the tool could
form a basis for an RPC 1.6(f) violation
regardless of any fault of the Al program’s
creator or vendor.

It should also be noted that reason-
able efforts under RPC 1.6(f) and the
Official
include the lawyer’s obligation to

Comment to that section
become familiar with such tools and
mechanisms to avoid security breaches
of confidential information and employ
such protective measures.

Where these RPC violations occur
through Al use, the Court also reminded
the Bar of its oversight responsibilities.
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RPC 5.1 imposes on law firm princi-
pals and supervising attorneys the
responsibility and liability for RPC viola-
tions by subordinates including the mis-
use of AI. Correspondingly, RPC 5.2
makes subordinates responsible for their
violations even when directed by anoth-
er unless in accordance with a supervis-
ing lawyer’s reasonable resolution of an
arguable question of a professional duty.
In the risks of Al misuse identified by the
court above, an arguable question of
duty may be a difficult burden to meet.

In terms of Al use and arrangements
with non-lawyers in the use of such
tools, the Court specifically referenced
RPC 5.3 and its requirements that
lawyers remain responsible to ensure
that the conduct of those retained or
employed shall adopt and maintain rea-
sonable efforts to comply with the
lawyer’s professional obligation. Conse-
quently, the failure of a third party
resulting in an ethics violation from the
use of its tool, will not excuse a lawyer
from potential discipline.

Finally, in its guidelines to the Bar, the
Court says that its references to potential
RPC violations are illustrative and not
exhaustive. By way of example, the Court
noted that the use of Al will likely affect
lawyer billing “RPC 1.5 (Fees)” and adver-
tising practices “RPC 7.2 Advertising.”
These and other specific applications
may be addressed in future guidelines if
and as needed.

The road map that the Court has
given in navigating the use of Al in com-
pliance with a lawyer’s ethical responsi-
bilities stresses how important it is for
lawyers to stay familiar with technology,
to use care in uses of new technology,
and vigilant in upholding existing stan-
dards of professionalism.

The following references can serve as
guides to attorneys as they navigate this
ever-changing landscape of generative
AL

Our review and assessment of the legal
and regulatory landscape governing Al

will continue and so will the cases and
circumstances that call into question the
Rules of Professional Conduct and other
guidelines. New Jersey has taken a lead-
ing role across sectors in preparing our
government, the public, business enti-
ties, and legal professionals to foster
innovation while simultaneously regu-
lating the application of artificial intelli-
gence tools in both business and society
at large.

As to the Court’s guidelines and its
Jan. 24, 2024 Notice to the Bar, it can be
found at njcourts.gov/sites/default/files/
notices/2024/01/n240125a.pdf?cb=aac0
€368. The New Jersey State Bar Associa-
tion’s Task Force recommendations and
findings can be viewed at https://njsba.
com/wp-content/uploads/2024/05/
NJSBA-TASK-FORCE-ON-AI-AND-THE-
LAW-REPORT-final.pdf. The Attorney
Ethics Hotline can be reached at 609-815-
2924. Suggestions for issues to be consid-
ered by the New Jersey Supreme Court
Committee on Al can be emailed to
COURT-USE-of-Al.mbx@njcourts.gov. B

Endnotes

1. November 21, 2024 notice to the bar
(“Attorney Responsibilities as to
Cybersecurity & Emerging
Technologies—(1) Proposed CLE
Requirement and (2) Proposed
Comment to the RPCs—Request for
Comments”) (njcourts.gov/sites/
default/files/notices/2024/11/n24112
le.pdf?cb=eec32cf0)

2. njcourts.gov/sites/default/files/
courts/supreme/statement-
ai.pdf?c=t2v

3. Model Jury Charges (Civil), 5.51A,
“legal Malpractice” (rev. Oct. 2022)
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Al Comes With Evolving Data Security and
Privacy Considerations for Businesses

Written By: Anna Mercado Clark, Michael B, Staszkiw, Adelyn G, Bums

Dectober 18, 20023

Al should not be implemented before all considerations have been made

Artilicial intelligence (Al) hias many appealing features that can assist businasses in day-to-day activities, bt ils
implementation should not take place before businesses consider the lows, regulations, rules and risks that may apply. For
instance, businesses may use Al to make decisions directed toward consumers or employment decisions.

WHAT SHOULD BUSINESSES BE AWARE OF IF THEY DECIDE TO IMPLEMENT AI?

The regulation of Al is at the early stages, but is beginning to take shape. The EU and U.5. will play a key role in Al
requlation and governance, While Al has not been directly requlated to a significant degree, there are saveral existing laws
that cross aver into the Al space, The following are some uses of Al and related risks to consider, namely employvment law
and data privacy risks,

Implementing &l into business decisions directed toward consumers

The Federal Trade Commission (FTC) announced in an article from May 2023 that the use of generative Al to persuade and
influence consumers is currently a large area of its focus.” This includes features such as Al-generated chatbots and
customized advertisements targeting specific people or groups.’ One of the FTC"s main concerns is businesses using these
features “in ways that, deliberately or not, steer people unfairly or deceptively into harmful decisions,” specifically in
“areas such as finances, health, education, housing, and employment.”* Furthermore, the FTC pays particular attention to
“design elemenls that trick people into seaking harmful choices® i Its investigations regarding potentially deceptive or
unfair practices."

Ther use of Al may implicate different data privacy laws, including the Health Insurance Portability and Accountability Act,
the Fair Credit Beporting Act, the Uniform Trade Secrets Act and the Defend Trade Secrets Act, Mew York Stabe’s Shield
Act, the California Consumer Privacy Act (CCPA. as amended by the CPRA), the General Data Protection Regulation
(GOPR), as well as hiometric laws. Businasses should determine if these laws apply and consider them when developing
compliance programs. Furthermore, certain laws may require, among other things, notice to the consumer bafora
disclosing data 1o & third party Al service provider, affirmative congent before collecting, processing or sharing data, and
consumers’ rights to data deletion.”

Implementing Al into employment decisions

Al can now create job descriplions, scréen resumes, conduct pre-employment assessmants and aven recognize feciil
expressions and nomverbal cues of candidates during video interviews. While these features may be halpful to employers,
Al technology is still susceptible to biases and flaws, just like humans. Notably, under the Equal Employment Cpportunity
Commission’s {EEOC) guidelines and Title VI of the Civil Rights Act of 1964, employers may be responsible for
“abgorithmic decision-making tools even I the tools are designed or administered by another entity, such as & software
vendor™ if they lead to disparate impact discrimination, or discrimination based on race, sex, age or other protected
caligories.
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Emplovers should consider conducting internal audits, If a change in interviewees demographics is found, an investigation
should be held. In some cases, employers are requited to conduct such inquiries. For example, Local Law 144 requires
employers located in, or that have candidates or emplovees who reside in New York City, bo carry oul audits before using
Alif it is used to substantially assist or replace discretionary decision making in hiring or other employment decisions,”

THE SEC'S RECENT BREACH NOTIFICATION RULE

On July 26, 2023, the U5, Sacurities and Exchange Commission (SEC) finalized its rule en Cybersecurity Risk
Management, Strategy, Governance, and Incident Disclosure by Public Companies.” The rule became effactive on
September &, 2023, and aims to "standardize disclosures regarding cybersecurity risk management, strateqy, qovernance,
and material cybersecurity incidents,*” The rule applies to public companies that are subject o the reporting requiremeants
of the Securities Exchange Act of 1934." It sets forth disclosure requirements regarding a) a cybersecurity incident that is
deemed o be material; b) the material aspects of the nature, scope and timing of the incident; and ¢ the material impact
or reasonably likely material impact of the incident on the company.”

If the company finds an incident to be material, then the disclosure generally has to be filed within four business days of
the determination.” Registrants also have to disclose the processes for assessing, identifying and managing material risks
from current and previous cybersecurity threats and incidents,"” The board of directors’ oversight and management’s role
kn the assessment of risks created by cybersecurity threats should be included in the disclosure.

PERSONAL LIABILITY IMPOSED FOR CYBERSECURITY INCIDENTS

Individueals have increasingly been held personally responsible for their emplovers” cybersecurity incidents, In 20232, the
former chiol security officer of Uber, Jeseph Sullivan, received three years of probation and a fine of $50,000 for his role in
managing a ransomware attack on the company that involved 57 million users, Ubser failed to disclose that incident to the
FTC, which was then investigating the company in regard to a prior cyber incident."

Earlier this year, the FTC finalized an order holding the chief executive officer of Drizly, an online alcoholic heverage
delivery platform, personally lable for the company’'s fallure b implement appropriate information security practices™ and
fatled to “use reasonable information security practices to protect consumers’ personal information.”'™ As a result, &
malicious hacker was able “to access Drizly's database and steal information relating to 2.5 million consumers."

In a time of developing Al and increased cybersecurity risks, businesses have to be diligent and proactive to ensure that all
reasonable measuras are taken te probect the business and individual personnel from liahility.

Anna Mercado Clark, CIPRE, CIPR/US, CIFM, FIP, is g partner at Phillips Lytle LLP and leader of the firm®s Dota Privecy
and Cybersecurity Practice Team. She caon be reached of aclarki@ phillipsiyile.com or (716} 84 7-8400 ext. G466,

Michae! R, Stasrkiw, CIPP/US, is an aitorney af Phillips Lytle LLP and 0 member of the firm's Data Privacy and
Cybersecurity and Business Litigetion Practice Teams. He can be reached gt mstasskiw@phillipslytle. com or (585)
2382044

Adelyn G. Burns is an atborney at Phillips Lytle LLP and @ member of the firm’s Business Litigation Practice Team. She can
be reached at aburnsE phillipelytle com or (T16) 84 7-54 25,

' Michael Atleson, The Luring Test: Al and the engineering of consurmer trust, Fed. Trade Comm'n (May 1, 2023,
hittps:/fwew, fte. govibusiness-guidance/hlog 202 305 uring-test-al-engineering -consumar-trust,
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' Local Law No. 144 {2021) of City of New York § 5-300; Cal. Civ. Code § 1798.105 (Westlaw through ch. 1 of 2023-24 1st
Ex. Sess. & ungency Legis. through ch. 785 of 2023 Reg. Sess.); 15 US.C, § 1601

L.5. Equal Emp. Opportunity Comm'n, Sefect [ssues: Assessing Adverse Impact in Seftware, Algorithms, and Artificial
Intelligence Used in Employment Selection Procedures Under Title VII of the Civil Rights Act of 1964,

https:wem saoc, goviselect-issnes-assessing-adverse-impact-software-algorithms-and-artificial-inteligence-used (last
wisited Oct. 9, 2023).

Local Law Mo, 144 (2021) of City of New York § 5-300; Adminksteative Code of the Clty of MNew York &5 20-870 - 20-874
(L. 20217144 &ff, Jan. 1, 2023).

Press Helease, U5, 5ac. & Exch, Comm’n, SEC Adopls Rules on Cybersecurily Risk Management, Strategy, Governance,
and fncident Disctosure by Public Companies (July 26, 2023) https:feew e govinews/ press-releasof202.3-139,

L5, Sec. & Exch, Comm’'n, Fact Sheet Public Company Cyhersecurity Disclosures; Final Rules,
hittps: e sec goyTiles/33- 112 16-fact-sheet. pdf {last wisited Oct. 9, 2023)
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" Press Helease, 1.5, Atty's OMF., N. Dist. of Cal., Former Chief Security Officer OF Uber Sentenced To Three Years'
Probation For Covering Up Data Breach Invelving Millions Of Uber User Records (May 5, 2023),

nttpsteoesy, justice, goviesas-nica’prilormar-chiel-secunty-ofliceraber-sentenced-three-years-probation-covering-ta'ta,

* In re Drizly, LLC, No. C-4780 (F.T.C. Jan. 9, 2023),
https:ifvrerw fte.govisystemiflesific gov/pdif2023185-drizly-combined-consent pdf
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EU Artificial Intelligence Act: What Is It and
How Does It Compare to US Al Laws?

By Anna Mercado Clark and Paula P Plaza
Fabruary 02, 2024

enerative artificial intelligence (GenAl)

has increasingly captivated public

interest and has resulted in various

efforts to establish rules and regula-

tions targeting the development and
use of such technology.

This article provides an overview of the proce-
dural history and key provisions of the European
Union's (EU) Artificial Intelligence Act (Al Act), a
landmark regulation aimed at governing the devel-
opment and use of Al in EU member states and
other countries under specific circumstances. It
will also examine the potential impact and interac-
tion of the Al Act with the General Data Protection
Regulation (GDPR), ameng other laws, rules and
regulations.

Procedural History of the Al Act

The European legislative process generally begins
with the European Commission (Commission) pro-
posing a regulation, which is reviewed by the
European Council (Council) and Parliament, The
Council is composed of heads of government of
EU member states, along with other representa-
tives, while Parliament members are elected by EU
citizens. The Council and Parliament meet 1o recon-
cile their respective versions, with the Commission
presiding over deliberations, a process known as
the trilogue.

Subsequently, the Council's Committee of
Permanent Representatives ratifies the regulation

and submits it for adoption by the Council. If
adopted, the regulation becomes effective after
publication in the official journal of the EU.
Regulations apply to the European Economic Area,
which includes EU countries, as well as lceland,
Liechtenstein and MNorway (hereinafter, EU for
ease of reference).

On April 21, 2021, the Commission proposed
a regulation, known as The Al Act, which was
sent to the Council and Parliament. The Council
reviewed and discussed the regulation in commit-
tee meetings, then adopted its version on Dec, 6,
2022. Simultaneously, Parliament reviewed and dis-
cussed the regulation in its own commitiee meet-
ings, then adopted its version on June 14, 2023,
with substantial amendments.
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In contrast to the Commission and Council,
Parliament proposed to regulate foundation model
providers, which use large language models 1o self-
supervise and learn from publicly available data
and generate music and art, among other content.

The trilogue began in June 2023, but nego-
tiations stalled when France, Germany and Italy
sought to eliminate Parliament's proposal to
regulate these providers, instead proposing that
providers self-regulate through codes of conduct.
Megotiations resumed and following three-day
marathon talks, on Dec. 9, 2023, Council and
Parliament reached a provisional political agree-
ment. Motably, foundation models were excluded
from the most recent draft.

The Council aimed to finalize adoption on Feb.
2, 2024 but the Al Act is likely to undergo further
revisions. Upon publication, the regulation generally
takes effect after 24 months.

Key Provisions of the Al Act

The Al Act marks the first comprehensive attempt
to regulate the development and use of an Al sys-
tem. An Al system is defined by the Al Act as a
“machine-based system designed to operate with
varying levels of autonomy,” (Al Act, Arl. 2(5g)) and
can generate predictions, content, recommenda-
tions or decisions.

While an Al model is an integral component of
an Al system, it does not constitute an Al system
on its own. A general-purpose Al model is one that,
through self-supervision can be trained with a sub-
stantial amount of data, execute a wide range of
tasks and be integrated into other systems or appli-
cations. Generative Al is an example of a general-
purpose Al model (Recital 60(c)).

The Al Act applies to:

« Both providers and deployers of an Al system
regardless of whether they are established in
the EU or in a third country, where their output
is used within the EU. A provider, be it an indi-
vidual or legal entity, public authority, agency or
other body, is invalved in the creation, provision
or distribution of an Al system or a general pur-
pose Al model, for commercial activity. { 2{5qg)).
A deployer, meanwhile, uses an Al system.

= Importers and distributors of Al systems; manu-
facturers and users of Al systems incorporating
it with their name or trademark; representatives
of providers which are not established in the
EU; and affected persons in the EU.

The Al Act has extraterritorial reach, which means
that U.S.-based providers, provider representatives,
and deployers may be subject to the Al Act if they
perform activities within the scope of EU law,

Al systems used exclusively for military, defense
or national security are excluded from the Al Act's
scope (Art, 2(3)).

Prohibited Al Practices and High-Risk Al Systems

The Al Act defines prohibited Al practices (Art.
3(1)) and high-risk Al systems, with heightened
compliance requirements for high-risk systems
(Art. 6(1), 8-15).

« Prohibited Al practices include, but are not
limited to, Al manipulation or distortion of a
person's behavior (Art. 5(1){a)).

« High-risk Al systems include, but are not limited
to, Al used for certain biometrics, employment
decisions and creditworthiness evaluation (Art.
6, Annex 1-11).

Providers of high-risk Al systems must comply
with certain requirements, including implementing
a risk management system and data governance
program (Art. 9-10), and requiring deployers to
share information on the purpose of the system
and foreseeable risks, among others (Art. 13).

Fines for Non-Compliance and Implementing
Offices

Non-compliance can result in potential fines up
to 35 million euros or 7% of gross global earnings,
whichever is higher (Art. 71(3)). Certain other viola-
tions could result in administrative fines potentially
up to 15 million euros or 3% of gross global earn-
ings, whichever is higher (Art. 71(4)).

The Al Act calls for the establishment of a Euro-
pean Al Board (Board) and an Al Office.

The Board will be composed of member state
representatives to assist the Commission and
member states in facilitating implementation of
the Al Act (Art. 56, 58). Meanwhile, the Board
will collaborate with the Al Office, which will sit



within the Commission to contribute to the imple-
mentation and oversight of Al systems and Al
governance (Recital 75(a)).

The Al Act and the GDPR

The Al Act expressly states that it does not
seek to affect the application of existing EU law,
recognizing the importance of safeguarding the
fundamental right to protection of personal data,
particularly as set forth in the GDPR and EU Law
Enforcement Directive (EU Laws) (Recital 5a). The
Al Act does not obviate the obligations of providers
or deployers of Al systems acting as a data control-
ler or processor nor does it guarantee compliance
with such EU laws.

The Al Act References the GDPR

Although the GDPR does not explicitly mention Al,
several provisions may be relevant to the process-
ing of personal data in the context of Al, some of
which are expressly acknowledged in the text of
the Al Act.

Article 10(5) of the Al Act provides a condition
of substantial public interest for the processing of
special categories of data under the GDPR. Special
categories of data is defined in Article 9(1) of the
GDPR as personal data revealing racial or ethnic ori-
gin, political epinions, and religious beliefs, among
others. This condition under the Al Act is intended
to detect and correct bias in high-risk Al systems.

The Al Act also specifies a condition for when data
protection impact assessments (DPIAs) should be
conducted by deployers pursuant to the GDPR, Spe-
cifically, Article 29(6) of the Al Act requires deploy-
ers of high-risk Al systems to carry out a DPIA as
defined in Article 35(1) of the GDFR.

US Al Rules, Laws and Regulations Compared
With Al Act

Unlike the EU's comprehensive Al requlation, U.5.
Al regulation consists of a patchwork of rules, leg-
islation and executive orders.

To date, over 25 states have introduced Al laws.
Some states created government task forces 1o
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investigate uses of Al (e.g., Hawail senate resolu-
tion urging Congress to discuss the benefits and
risks of Al [SR 123/SCR 179)); Connecticut senate
bill establishing an office of Al to catalogue Al use
and develop an Al Bill of Rights [S 1103]).

Other laws aim to protect consumers and/or
employees (e.g., New Yorks Notice of Electronic
Monitoring Law mandates employers to provide
prior notice of electronic monitoring to candi-
dates [LL-144]; llinois" Al Video Interview Act
requires prior written notice for Al video analysis
[820 ILCS 42]).

President Biden also issued an executive order on
Al safety and security (to protect Americans from
risks while catalyzing innovation and competition)
and a Blueprint for an Al Bill of Rights (principles
to “guide the design, use and deployment of auto-
mated systems to protect the American public®).

Courts in Colorado, lllinois, New York, Oklahoma,
Pennsylvania and Texas, among others, have issued
standing orders or implemented local rules govern-
ing the use of Al that range from outright prohibi-
tion of the use of Al to verification of information
generated by Al and/or disclosure of certain infor-
mation regarding attormeys’ use of Al

Looking ahead, Al will increasingly be regulated,
even as the technology evolves, Enactment of the
Al Act may prove to be a watershed moment in
the same way that the passage of the GDPR was,
because it became a template for similar, compre-
hensive data protection laws that continue to prolif-
erate. This may also lead to reevaluation of existing
policies and instigate U.5-EU negotiations, given
the extraterritorial reach of the Al Act.

Anna Mercado Clark is a pariner and chief infor-
mation security officer at Phillips Lytle, as well as
co-leader of the firms Technology Industry team.
She can be reached at aclark@phillipslytie.com or
(212) 508-0456. Paula P. Plaza is an attorney at Phil-
lips Lytle and member of the firm's Data Privacy and
Cybersecurity industry team. She can be reached
at pplaza@phillipsiytle.com or (716) 847-8324.
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By Richard J. Marinaccio, Anna
Mercado Clark and James R. O’'Connor
Phillips Lytle LLP

of the lawyers who filed a legal brief

using work product generated by
artificial intelligence (Al). The problem for the
lawyers, of course, was that the Al software
had completely made up the legal precedent
cited within the brief—that is, it engaged in
“Al hallucination” When the opposing party’s
lawyers could not locate the precedent using
traditional legal databases (because it was
completely made up), this caused quite a
ruckus in the legal community.

That's the bad news.

The good news is, with reliable input,
proper supervision and quality control
measures, Al can handle large volumes
of data and repetitive tasks across an
organization so that employees can focus on
creative solutions, complex problem-solving
and impactful work. When used properly,
it can increase efficiencies, streamline
workflows and make life a lot easier.

Not surprisingly, Al raises many legal
issues in the workplace—some more obvious
than others. This article outlines some
potential legal pitfalls particular to the labor
and employment context and suggests some
ways to avoid them.

First, Al can be a great tool for finding
the right candidate to join your team. It can
create job descriptions, screen resumes for
relevant skills and experience, administer
pre-employment assessments such as skills
tests and personality tests, and even analyze
facial expressions and other nonverbal
cues during a video interview to assess a
candidate’s suitability for the position.

Because the content produced
by generative Al is determined by the
underlying training data (which is produced
by humans), the output is susceptible
to biases and flaws. According to recent
guidance from the U.S. Equal Employment
Opportunity Commission (EEOC), employers
are responsible under Title VII of the Civil
Rights Act of 1964 (Title VII) for use of
“algorithmic decision-making tools even if the
tools are designed or administered by another
entity, such as a software vendorl[.]”

For example, even if Al software is used
to select the candidate pool, the employer
may still be liable for disparate impact
discrimination if the result is that persons
in protected groups (e.g., race, sex or age)
are hired at disproportionately lower
rates compared to non-protected groups.
Employers should consider instituting
regular internal audits of the candidate pools
chosen by Al. If interviewees’ demographics
begin to change, it should be investigated.

Next, there is the issue of data privacy,
which can be complex.

There are numerous data privacy
laws that may be implicated by the use of
generative Al in the workplace, including
the Health Insurance Portability and
Accountability Act (HIPAA), the Fair Credit
Reporting Act (FCRA), the Uniform Trade
Secrets Act and the Defend Trade Secrets Act,
New York State’s SHIELD Act, the California
Privacy Rights Act (CPRA) and the General
Data Protection Regulation (GDPR), as well as
biometric laws, among others.

Most privacy laws require notice be
given before disclosing data, while others
require affirmative consent before collecting,
processing or sharing data. They may also
confer various rights to candidates or
employees, such as the “right-to-delete”
or “opt-out” of collection, processing or
sharing data. For example, the GDPR gives
data subjects the “right not to be subject
to a decision based solely on automated
processing, including profiling.” In New York
City, Local Law 144 makes it unlawful for
an employer to use Al for making certain

B y now, you may have heard the story

PAID ADVERTORIAL
Harnessing the Power of Al: Legal Considerations for Employers

employment decisions
unless notice has been
provided to “each such
employee or candidate
who resides in the city.”
Employers should
account for these laws
in their compliance
programs. Consider
instituting an Al policy
to safeguard personal,
confidential, or
proprietary data and
protect against data leaks. Employers
may want to limit employee access to the
Al platforms so that protections over
this data are not lost, the data is not
inadvertently shared with unauthorized
parties, and the integrity of employee work
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product is maintained.

To summarize, Al can be a useful tool
in the workplace, and the technology is
certainly exciting to witness. But its use
can leave your business exposed to myriad
legal issues, including employment, privacy,
intellectual property, and others.
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Richard J. Marinaccio is a partner at Phillips
Lytle LLP and a leader of the firm’s Technology
Industry Team and member of the Technology
and Internet Law Practice Team. He can be
reached at rmarinaccio@phillipslytle.com or
(716) 504-5760.

Anna Mercado Clark, CIPP/E, CIPP/US, CIPM,
FIR is a partner at Phillips Lytle LLP and leader
of the firm’s Data Privacy and Cybersecurity
Industry Team. She can be reached at
aclark@phillipslytle.com or (716) 847-8400
ext. 6466.

James R. O'Connor is an attorney at Phillips
Lytle LLP and a member of the firm’s Labor
and Employment Law and Business Litigation
Practice Teams. He can be reached at
jo'connor@phillipslytle.com or (716) 504-5723.
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Useful Links

https://www.americanbar.org/content/dam/aba/administrative/professional_respon

sibility/ethics-opinions/aba-formal-opinion-512.pdf

https://www.greenbaumlaw.com/assets/htmldocuments/Ethics_and_the_Rise_of
Al.pdf

https://njsba.com/wp-content/uploads/2024/05/NJSBA-TASK-FORCE-ON-AI-AND-
THE-LAW-REPORT-final.pdf

https://www.njcourts.gov/sites/default/files/notices/2024/01/n240125a.pdf?cb=aa
c0e368

https://www.nycbar.org/wp-
content/uploads/2024/08/20221329_GenerativeAlLawPractice.pdf



https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-512.pdf
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-512.pdf
https://url.us.m.mimecastprotect.com/s/1-yiCOYXWKfpQXOEhvh4fGwNGD?domain=greenbaumlaw.com
https://url.us.m.mimecastprotect.com/s/1-yiCOYXWKfpQXOEhvh4fGwNGD?domain=greenbaumlaw.com
https://url.us.m.mimecastprotect.com/s/mSd9CPNK0LCKVm6Jh1ipfxKqKO?domain=njsba.com
https://url.us.m.mimecastprotect.com/s/mSd9CPNK0LCKVm6Jh1ipfxKqKO?domain=njsba.com
https://url.us.m.mimecastprotect.com/s/k9t4CQWKYMFkZqRJuksxfG5AhS?domain=njcourts.gov
https://url.us.m.mimecastprotect.com/s/k9t4CQWKYMFkZqRJuksxfG5AhS?domain=njcourts.gov
https://www.nycbar.org/wp-content/uploads/2024/08/20221329_GenerativeAILawPractice.pdf
https://www.nycbar.org/wp-content/uploads/2024/08/20221329_GenerativeAILawPractice.pdf
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One of the things that initially attracted me to the law was
my interest in other people’s stories. I think my
appreciation for those stories adds to my effectiveness as a
trial attorney, as it enables me to relate events to jurors in a
more personal manner. In turn, this helps me persuade
each juror that what we are asking them to do is also the
right thing to do.

Mr. Hille focuses his practice in litigation, with a particular emphasis on
trial advocacy. His areas of concentration include insurance, healthcare
law, professional liability and ethics, and white-collar criminal matters,
including those related to professional ethics. Mr. Hille has extensive trial
expertise that encompasses insurance defense and coverage cases,
healthcare disputes, professional liability defense, fraud and abuse, and
regulatory issues.

Mr. Hille's white-collar experience includes involvement in both state and
federal investigations, including those related to healthcare fraud and
abuse and the taking of fraudulent payments from government entities.
He also represents legal professionals in District Ethics Committee (DEC)
and Office of Attorney Ethics (OAE) investigations and prosecutions,
including matters before the Disciplinary Review Board (DRB) and New
Jersey Supreme Court. In that regard, Mr. Hille has represented clients in
matters ranging from dismissal or diversion to disbarment.

Certified by the Supreme Court of New Jersey as a Civil Trial Attorney,
Mr. Hille has served as an amicus representative for professional and
business associations on a number of matters before the Supreme Court.
He has published and lectured widely in his areas of concentration.
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Results may vary depending on your particular facts and legal Clerkships

circumstances. Former Law Clerk to the Hon.
Kevin M. O'Halloran, Superior

HONORS & AWARDS Court Law Division, Bergen

County (1983 -1984)
e American Bar Foundation Fellow

e Martindale-Hubbell Peer Review Rated AV® Preeminent (a trademark
of Internet Brands, Inc.)

¢ Recipient of an Amicus Curiae Award from the New Jersey State Bar
Association (2024)

e Recipient of an Amicus Curiae Award from the New Jersey State Bar
Association (2023)

e Listed in The Best Lawyers in America®© (a trademark of Woodward/
White, Inc.) in the Insurance Law practice area (2016 — present)

e Listed in New Jersey Super Lawyers (a Thomson Reuters business) in
the Health Care, Professional Liability: Defense and Insurance
Coverage practice areas (2006, 2008 — present)

Please visit our Award Methodology page for a description of the
standard or methodology on which these accolades are based. Attorney
Advertising: No aspect of this advertisement has been approved by the
Supreme Court of New Jersey.

REPRESENTATIVE MATTERS

Results may vary depending on your particular facts and legal
circumstances.

¢ Obtained defense verdict for an attorney client in an eight-figure legal
malpractice claim brought by a mortgage backed securities company
engaged in mezzanine financing following the collapse of the real
estate market. The case was based on an alleged conflict of interest
when, while acting as outside general counsel to the company, the
client assisted his friend, the former company CEO, in devaluing the
company so it could be purchased at a steep discount.

¢ |n an eight-figure workplace injury and death case, successfully
negotiated the elimination of one of two $1 million insurance policies
for carrier client despite an adverse ruling from the trial court holding
both policies covering.
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e Successfully resolved a number of legal malpractice cases for a group of law firms following their loss
of coverage. The loss occurred when their primary insurer collapsed after its reinsurer was forced into
receivership because its direct lines business exceeded its book capacity to pay claims for those lines
and subordinated its reinsurance obligations. Because the law firms’ primary carrier was a reciprocal
under federal law, the New Jersey courts ruled that there was no coverage under the state’s guarantee
fund.

e Developed an emergent coverage opinion to assist the general contractor of a New York City
commercial tower when an uninsured and ultimately insolvent crane operator dropped a load of steel
beams more than 40 stories, causing a project shut down and tens of millions of dollars in losses from
the resulting project delay.

e Appointed by the New Jersey Supreme Court Chief Justice to serve on the Ad Hoc Committee on
Attorney Malpractice Insurance. This two-year project culminating in a 171-page report examined
whether legal malpractice insurance should be mandatory and resulted in changes in the law. The
Committee’s report was studied nationally with an appearance by Mr. Hille before a California court
committee that was studying the same issue.

e While President of the New Jersey State Bar Association, successfully negotiated on its behalf with
Governor Phil Murphy a renewal of the Bar’s Judicial and Prosecutorial Appointments Committee
(JPAC) Compact. The new version also expanded the role of county bar associations that had been
eliminated by the prior administration in the review and advice process of Judicial and Prosecutorial
candidates.

e Participated in the review of and recommendation of state judges and prosecutors as a member of the
JPAC Committee.

e Obtained a seven-figure plaintiff's verdict in an automobile negligence and dram shop case.

¢ Obtained a seven-figure plaintiff's verdict in a wrongful death failure to assist case. The wrongful
death concerned approximately $850K in economic losses to children for their domestic servant
mother, who was on life support for several weeks. The jury awarded approximately $350K pain and
suffering.

UNIQUELY NJ

¢ New Jersey State Bar Association; President (2017-2018); Health Law Section; Insurance Benefits
Committee Chair; Amicus Committee; Malpractice Insurance Special Committee; Cannabis Law
Special Committee; Task Force on Artificial Intelligence (Al) in the Law

e Association of the Federal Bar of New Jersey; Third Circuit Committee

e Bergen County Bar Association (Past President)
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MORE ACTIVITIES & EXPERIENCE

e American Bar Association; Health Law Section; Tort Trial & Insurance Practice Section

e Mr. Hille is a legal analyst on the Law & Crime Network, a Dan Abrams Production exploring current
legal cases and stories that can be accessed on numerous broadcast, digital streaming and mobile
platforms.

PRESENTATIONS & SPEAKING ENGAGEMENTS

Panelist, Ethics, The Court and The Bar - A Comprehensive Look at How the Ethics System Works
Sponsor: New Jersey State Bar Association, May 16, 2024

Panelist, How to Avoid Malpractice Risk by Being a Pro at Understanding Your Professional Liability
Insurance
Sponsor: New Jersey State Bar Association , May 15, 2024

Presenter, The Crumbley Case and Parental Liability
Sponsor: New Jersey Institute for Continuing Legal Education, May 3, 2024

Lecturer, 2024 NJSBA Virtual Spring Conference
Sponsor: New Jersey Institute for Continuing Legal Education, March 7, 2024

Presenter, Ethics, Malpractice & Coverage
Sponsor: Bergen County Bar Association, December 5, 2023

Panelist, 5th Annual Corporate Counsel Symposium
Sponsor: Essex County Bar Association, November 28, 2023

Presenter, Malpractice Update: Carrier Concerns, Cybersecurity Threats, Starting a New Firm, Retiring
from Practice
Sponsor: Middlesex County Bar Association, September 20, 2023

Presenter, The Challenges of Crisis Lawyering: Ethical and Practical Considerations for Handling
Emergency Situations
Sponsor: Association of Corporate Counsel New Jersey, September 14, 2023

Speaker, The NJSBA Summer Conference
Sponsor: New Jersey Institute for Continuing Legal Education, August 31, 2023

Speaker, 2023 Jeffrey P. Weinstein Family Law Summer Institute
Sponsor: New Jersey Institute for Continuing Legal Education, July 25-26, 2023

Panelist, How to Handle and Mitigate a Crisis- Preparing for and Responding to What's Next
Sponsor: New Jersey Institute for Continuing Legal Education, March 30, 2023

greenbaumlaw.com

Iselin | Roseland | Red Bank | New York



Greenbaum Rowe
Smith & Davis|LLp

COUNSELORS AT LAW

Robert B. Hille (Cont.)

Speaker, The NJSBA Spring Conference
Sponsor: New Jersey Institute for Continuing Legal Education, March 27, 2023

Panelist and Lecturer, The NJSBA Fall Conference — A Special One Day Virtual Event
Sponsor: New Jersey Institute for Continuing Legal Education, November 21, 2022

Co-Presenter, The Federal Government is Taking Aim at PPP Loan and COVID Relief Payment Fraud: What
ALL Healthcare Businesses That Received Pandemic Relief Funds Need to Know
Sponsor: New Jersey Chapter — Healthcare Financial Management Association, October 27, 2022

Co-Presenter, Risks from Serving More than One Master — Practicing Law Without a License, Outside Civil
Exposure and Other Pitfalls for In-House Counsel
Sponsor: Association of Corporate Counsel New Jersey, September 13, 2022

Presenter, What ALL Business Owners Who Received Pandemic Relief Funds Need to Know about the
Government’s Crackdown on PPP Loan Fraud
Sponsor: New Jersey Business & Industry Association, June 29, 2022

Panelist, 2022 Construction Law Forum
Sponsor: New Jersey Institute for Continuing Legal Education, June 28, 2022

Panelist, How to Ethically Close a Practice
Sponsor: New Jersey Institute for Continuing Legal Education, May 11, 2022

Panelist, Breakfast with the Third Circuit Judges
Sponsor: Association of the Federal Bar of New Jersey, April 29, 2022

Panelist, Wrestling with Stress and Ethical Challenges: Resilience Training in the Long-Haul for the Practice
of Law
Sponsor: New Jersey Institute for Continuing Legal Education and Reel Time CLE, December 31, 2021

Panelist, Ethics Update 2021: Professional Liability, Trust Accounting, The Wilson Rule & Social Media
Sponsor: Bergen County Bar Association, December 8, 2021

Panelist, Misappropriation of Client Funds, the Recent Supreme Court Cases and Attorney Trust
Accounting: How to Avoid the Mistakes that are Endangering the Careers of Experienced Lawyers
Sponsor: New Jersey Institute for Continuing Legal Education, November 18, 2021

Speaker, Keeping Your Records & Keeping Your License: Recordkeeping, Misappropriation & Beyond
Sponsor: Mercer County Bar Association, October 14, 2021

Panelist, Civics for Legal Professionals
Sponsor: New Jersey Institute for Continuing Legal Education, August 19, 2021

greenbaumlaw.com
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COUNSELORS AT LAW

Robert B. Hille (Cont.)

Panelist, Wrestling with Stress and Ethical Challenges — Resilience Training in the Long-Haul for the
Practice of Law
Sponsor: New Jersey Institute for Continuing Legal Education, July 23, 2021

Panelist, Everything You Ever Wanted to Know About Ethics and Malpractice (and Some Things You Didn't
Know You Needed)
Sponsor: New Jersey State Bar Association Annual Meeting, May 19, 2021

Lecturer, Professional Liability & Ethics Update
Sponsor: Justice Robert L. Clifford Inn of Court, December 9, 2020

Moderator and Lecturer, DAMAGED - Recovering and Measuring Business Losses Due to the Pandemic
and other Unusual Occurrences
Sponsor: New Jersey Institute for Continuing Legal Education, December 4, 2020

Panelist, The Latest on Motions in Limine
Sponsor: New Jersey Institute for Continuing Legal Education, October 27, 2020

Speaker, Insurance Coverage Issues and Defending Your Rights in the Age of COVID-19
Sponsor: Greenbaum, Rowe, Smith & Davis LLP. NJ Hospital Association, NJ Healthcare Financial
Management Association, Medical Society of NJ, and NJ Dental Association, July 1, 2020

Panelist, Not Worth the Gamble: What Every Lawyer Should Know About Ethics and Malpractice
Sponsor: New Jersey State Bar Association 2020 Annual Meeting and Convention, May 13, 2020

Presenter, Malpractice Update: Carrier Concerns, Starting a New Firm, Retiring from Practice
Sponsor: Middlesex County Bar Association, May 8, 2020

Moderator, Small Businesses and the Impact of COVID-19
Sponsor: New Jersey Institute for Continuing Legal Education, April 15, 2020

Moderator, COVID-19 FALLOUT: How Does My Business Survive?
Sponsor: Withum, April 8, 2020

PUBLICATIONS & ALERTS

Author, New Jersey Supreme Court “Wade Committee” Recommends Pathway to Readmission for
Attorneys Following Disbarment
Greenbaum, Rowe, Smith & Davis LLP Client Alert, July 17, 2023

Co-Author, Health Care Providers Should Note Court's Clarification on Jury Waiver
New Jersey Law Journal, March 13, 2023

greenbaumlaw.com
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COUNSELORS AT LAW

Robert B. Hille (Cont.)

Author, LexisNexis Practice Guide: New Jersey Pretrial Practice
LexisNexis, 2022 Edition

Author, LexisNexis Practice Guide: New Appleman New Jersey Insurance Law
LexisNexis, 2022 Edition

Author, LexisNexis Practice Guide: New Jersey Pleadings
LexisNexis, 2022 Edition

Co-Author, Eighth Circuit Imposes New “But-For” Causation Standard for False Claims Act Cases
Premised on Anti-Kickback Violations, Causes Circuit Court Split
Garden State Focus, Winter 2022

Co-Author, Eighth Circuit Imposes Stricter Causation Standard for FCA Cases Premised on Anti-Kickback
Violations
Greenbaum, Rowe, Smith & Davis LLP Healthcare Perspectives Blog, November 15, 2022

Co-Author, Eighth Circuit Imposes “But-For” Causation Standard for False Claims Act Cases Premised on
Anti-Kickback Violations, Causes Circuit Court Split
Greenbaum, Rowe, Smith & Davis LLP Client Alert, November 15, 2022

Co-Author, DOJ Announces COVID-19 Fraud Strike Force Teams; Targets PPP Lender as Government
Enforcement Actions Continue to Escalate
Greenbaum, Rowe, Smith & Davis LLP Healthcare Perspectives Blog, October 5, 2022

Co-Author, Feds Target Fraud In Telemedicine Arrangements
Greenbaum, Rowe, Smith & Davis LLP Healthcare Perspectives Blog, July 28, 2022

Author, DOJ Enforcement Actions Alleging PPP Loan and Healthcare-Related COVID-19 Fraud Continue to
Rise
NJHFMA Garden State FOCUS, Summer 2022

Co-Author, An Update on DOJ Enforcement Actions Alleging PPP Loan and Healthcare-Related COVID-19
Fraud
Greenbaum, Rowe, Smith & Davis LLP Healthcare Perspectives Blog, July 3, 2022

Author, DOJ and Federal Law Enforcement Agencies Coordinate Efforts in Expanded Pursuit of Healthcare-
Related COVID-19 Fraud
Greenbaum, Rowe, Smith & Davis LLP Client Alert, June 20, 2022

Quoted, With 'In re Wilson' Under the Microscope, EthicsExperts Say Disbarment Rule Needs More
Nuance
New Jersey Law Journal, June 17, 2022

greenbaumlaw.com
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COUNSELORS AT LAW

Robert B. Hille (Cont.)

Author, NJ Supreme Court to Reconsider Permanency of Disbarment for Attorneys; Greenbaum Partner
Robert B. Hille Argues the Cause for NJ State Bar as Amicus Curiae
Greenbaum, Rowe, Smith & Davis LLP Client Alert, June 13, 2022

Co-Author, U.S. Department of Justice Takes Aim at Extensive PPP Loan Fraud: Is Focusing its Lens on the
Construction Industry
Dimensions, Spring 2022

Co-Author, U.S. Department of Justice Takes Aim at Extensive PPP Loan Fraud
Greenbaum, Rowe, Smith & Davis LLP Client Alert, April 12, 2022

Co-Author, New Jersey’s Veterans Diversion Program
New Jersey Lawyer, February 2022

Quoted, NJ Bar Aims To Limit Disbarment Rule For Misusing Funds
Law 360, September 27, 2021

Author, Effective Communication and How Not to Write Like A Lawyer
New Jersey Lawyer, April 2021

Co-Author, An Overview of The American Rescue Plan
Greenbaum, Rowe, Smith & Davis LLP Client Alert, March 24, 2021

Co-Author, Second Emergency Stimulus Bill Provides $100 Billion in Additional Funding to Further
Support COVID-19 Treatment and Testing
Greenbaum, Rowe, Smith & Davis LLP Client Alert, April 27, 2020

Author, Title V and Title VI of the CARES Act: Coronavirus Relief Funds and Selected Provisions including
Emergency Appropriations
Greenbaum, Rowe, Smith & Davis LLP, April 1, 2020

Co-Author, Title lll of the CARES Act: Supporting America’s Health Care System in the Fight Against the
Coronavirus
Greenbaum, Rowe, Smith & Davis LLP Client Alert, March 31, 2020

Author, New Jersey Pleadings
LexisNexis Practice Guide

Co-Author, New Jersey Pretrial Practice
LexisNexis Practice Guide

Co-Author, New Appleman New Jersey Insurance Law
LexisNexis Practice Guide

greenbaumlaw.com
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COUNSELORS AT LAW

Robert B. Hille (Cont.)

Author, Will Technology Replace Claims Professionals?
International Association of Claim Professionals Declarations 2017-2018 Year in Review, October 19, 2018

Author, Will Technology Replace Claims Professionals?
International Association of Claim Professionals Declarations Year in Review, 2017-2018

Quoted, The Many Pitfalls of Portability and 'Borderless' Practice
New Jersey Law Journal, June 8, 2016

Co-Author, Extrapolation Nation: The Recent Challenges to the Use of Governmental Audit Sampling
American Bar Association Health Law Section, Vol. 10 No. 12

Author, Combating Fraud - Statutory Weapons in an Insurer's Arsenal
Litigation Management Magazine, Winter 2012

Author, Is a Captive Right for You?
NJHFMA's Garden State Focus Magazine, January/February 2012, vol 58, num 4, January 1, 2012

Author, Settlement and Legal Malpractice Claims: Can You Accomplish One While Avoiding the Other?
New Jersey Law Journal, November 1, 2010

Chapter Author, Chapter 3: The Contractual Relationship, New Appleman on Insurance Law Library Edition
Lexis Nexis Matthew Bender, June 2009

Chapter Author, Burden of Proof; Trial Motions and Judgement; Post-Trial Application
LexisNexis Practice Guide, New Jersey Trial, Post Trial and Appellate Proceedings, 2007 Edition, May 2007

Author, GATS' Threat to the Legal Profession is Worth a Serious Look
New Jersey Law Journal, September 29, 2003

Author, The Coming Storm (The Changing Nature of Risk)
Journal of Reinsurance Intermediaries and Underwriters, June 2003

Author, Ambush! Employee Vulnerability to Aggressive Criminal Investigations. How to Respond?

Bergen Medicine, Bergen County Medical Society, Spring 2001, April 1, 2001

NEWS

Thirty-Four Attorneys from Greenbaum, Rowe, Smith & Davis Selected for Inclusion in 2024 Edition of
New Jersey Super Lawyers
March 26, 2024

Greenbaum Partner Robert B. Hille Recognized by New Jersey State Bar Association with Amicus Curiae
Award
January 16, 2024

greenbaumlaw.com
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COUNSELORS AT LAW

Robert B. Hille (Cont.)

2024 Edition of Best Lawyers Recognizes 59 Attorneys in 38 Practice Areas: Twelve Greenbaum Lawyers
Recognized on “Ones to Watch” List; Five Selected for “Lawyer of the Year” Recognition
August 17, 2023

New Jersey State Bar Association Recognizes Two Greenbaum Partners with Amicus Curiae Awards
January 17, 2023

2023 Edition of Best Lawyers Recognizes 51 Attorneys in 36 Practice Areas: Nine Greenbaum Lawyers
Recognized on “Ones to Watch” List; Seven Selected for “Lawyer of the Year” Recognition
August 18, 2022

greenbaumlaw.com
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Anna Mercado Clark, CIPP/E, CIPP/US, CIPM, FIP, is a partner at Phillips Lytle LLP and has
extensive experience at the forefront of law and technology. She serves as the firm’s Chief
Information Security Officer (CISO) and is a member of the firm’s Governing Committee, its
executive governing body. She is Co-Leader of the firm’s Technology Industry Team, and
serves as Leader of the Data Privacy and Cybersecurity Team and e-Discovery Team, as
well as Co-Leader of the Cryptocurrency and Blockchain Team. Anna specializes in
cybersecurity, data privacy, Al-related compliance, transactions, and litigations, as well as
complex e-discovery, digital forensics and complex commercial litigation. With a wealth of
experience, Anna advises and represents a diverse range of clients, including not-for-
profits, government entities, law firms and organizations ranging from startups to regional
and multinational organizations in the Al, technology, consumer, health care, insurance,
education, manufacturing and financial industries. Anna also serves as an Adjunct
Professor at Fordham University School of Law.

Anna holds several prestigious ANAB-accredited credentials by the International
Association of Privacy Professionals (IAPP), including Certified Information Privacy
Professional/Europe (CIPP/E); Certified Information Privacy Professional for the U.S. Private
Sector (CIPP/US); and Certified Information Privacy Manager (CIPM). CIPP/E and CIPP/US
are preeminent certifications for advanced concentration in European data protection laws
and U.S. private-sector laws, standards and practices, respectively. The CIPM certification
recognizes Anna’s ability to design, build and operate data privacy management programs
that are compliant with privacy laws and regulations. She has also been designated as a
Fellow of Information Privacy (FIP). The FIP designation signifies that she has demonstrated
her comprehensive knowledge of privacy laws, privacy program management and essential
data protection practices with significant data security and privacy experience in these
areas. Annais among a select group of individuals around the world who have received this
designation.

In addition to her legal expertise, Anna is the Immediate Past President of the National
Asian Pacific American Bar Association (NAPABA) and has served at various times on a
combination of the following American Bar Association’s Science & Technology Section’s
committees including: Cloud Computing Committee, Vice Chair; Membership and
Diversity Committee, Vice Chair; Privacy and Computer Crime Committee, Co-Chair; Law
School and Interdisciplinary Education Outreach Committee, Vice Chair. Anna has also
been on the Law360 Cybersecurity & Privacy Editorial Advisory Board for the past three
years.

Anna has received the Huntington Her Hero Lifetime Achievement Award from the New
York City Bar Association and the Fordham University School of Law Moot Court



Distinguished Alumni Award. She was also recognized in Crain’s New York Business
Notable Women in Law publication. Additionally, she has been named to the AAPI Power
Players list by PoliticsNY and amNY Metro, City & State’s Responsible 100, Above & Beyond
Innovators, and Power of Diversity: Asian 100 lists, Lawyers of Color’s inaugural Nation’s
Best List, Super Lawyers New York Metro list, and is a recipient of the Hon. Denny Chin ‘78
Alumni Award for Excellence in the Legal Profession from the Fordham University School of
Law Asian Pacific American Law Student Association, among other honors. Annais also a
Fellow of the American Bar Foundation and was named a Ponemon Institute Distinguished
Fellow.



K> CHASAN LAMPARELLO
MALLON & CAPPUZZO

A PROFESSIONAL CORPORATION

Philip W. Lamparello

PARTNER

plamparello@chasanlaw.com

201-809-6048

Overview

Philip W. Lamparello is a business litigator with experience in a range of complex commercial matters.
Capitalizing on his prior experience in real estate development, Phil's practice is focused on real
estate, land use, development, and construction. On the construction side, he has counseled clients
on transactional matters as well as litigation disputes involving terminations, liens, surety bonds, extra
work claims, defective work claims, scheduling and delays. He has been the lead attorney in obtaining
approvals for several large development projects in northern New Jersey, which he has handled from

initial proceedings before local boards to appeals before the Appellate Division.

Phil has actively managed matters involving public bidding, municipal and local government law,
commercial lease litigation, shareholder and limited liability company litigation, business torts, breach
of fiduciary duty actions, malpractice/professional liability litigation, employment actions, commercial
receiverships and internal investigations. He has substantial experience in emergent and expedited
proceedings involving injunctive relief. He serves as local counsel in various multi-party litigations in

state and federal court. Phil has also counseled clients in state and municipal criminal proceedings.

In addition to his private client practice, Phil represents, and has represented, numerous public
entities. He presently serves as General Counsel to one of the largest fire departments in the state,

North Hudson Regional Fire & Rescue.

Philip is a Trustee of the New Jersey State Bar Association and the Hudson County Bar Association, and

a board member of the Union County Bar Association. In 2023, the New Jersey Law Journal named


https://www.linkedin.com/in/plamparello

him to its “New Leaders of the Bar” list. Formerly known as “40 Under 40", the list identifies a select
group of distinguished young attorneys for their outstanding career achievements, and for their
contribution to the legal community through their leadership in bar and other activities, lectures and

publications.

Prior to working at CLMC, Phil worked at two Am Law 200 New Jersey based law firms. Following law
school, Phil clerked for former Associate Justice of the New Jersey Supreme Court, Roberto A. Rivera-
Soto, J.S.C. (ret.). He earned his juris doctorate from Seton Hall University School of Law and his

undergraduate degree from the University of Pennsylvania.

No aspect of this advertisement has been approved by the Supreme Court of New Jersey
Award Methodology

Practice Areas

> Business Litigation

> Governmental Law

> Employment and Labor Law

> Litigation

> Zoning, Land Use and Redevelopment
> Criminal Defense

> Environmental Law

> Education Law

Education

> Seton Hall University School of Law, 2009 JD

> University of Pennsylvania, 2006 BA

Bar Admissions

> New Jersey
> New York

Professional Activities

> New Jersey State Bar Association

> Essex County Bar Association

> New Jersey State Bar Association, Ad Hoc Committee on Mandatory Continuing Legal Education,
2007-2008

Firm News

> Nine CLMC Attorneys Selected to 2023 Super Lawyers and Rising Stars


https://www.chasanlaw.com/attorney-advertising/
https://www.chasanlaw.com/practice-areas/Business_Litigation/
https://www.chasanlaw.com/practice-areas/Governmental_Law/
https://www.chasanlaw.com/practice-areas/Employment_and_Labor_Law/
https://www.chasanlaw.com/practice-areas/Litigation/
https://www.chasanlaw.com/practice-areas/Zoning_Land_Use_and_Redevelopment/
https://www.chasanlaw.com/practice-areas/Criminal_Defense/
https://www.chasanlaw.com/practice-areas/Environmental_Law/
https://www.chasanlaw.com/practice-areas/Education_Law/
https://www.chasanlaw.com/publication/Nine_CLMC_Attorneys_Selected_to_2023_Super_Lawyers_and_Rising_Stars

> CLMC Attorneys to Receive Honors and Speak at the 2023 New Jersey State Bar Association Meeting and.

News

> Philip Lamparello Selected to "New Leaders of the Bar” List

Firm News

> 2024 Edition of The Best Lawyers in America® Recognizes Record Number of CLMC Attorneys
> Nine CLMC Attorneys Selected to 2024 Super Lawyers and Rising Stars

> 2025 Edition of The Best Lawyers in America® Recognizes Record Number of CLMC Attorneys
> Seven CLMC Attorneys Selected to 2025 Super Lawyers and Rising Stars

Awards

RATED BY
Super Lawvyers:

Rising Stars

Philip Lamparello

SuperLawyers.com
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Karen Moreno

Seasoned Legal Strategist | 20 years of Expertise in Corporate Law | Trusted Advisor & Advocate
Annandale, New Jersey, United States - Contact Info

1K followers - 500+ connections

m See your mutual connections

Join to view profile < <7 Message >

£¥ Hackensack Meridian Health

Rutgers, The State University of
New Jersey - Rutgers Business...

Activity



DISCOVER:
Why HMH
i the bese!

Congratulations to Hackensack Meridian Health for being named as one of the
Fortune 100 Best Companies to Work For 2025! | am so proud to be a Team...
Liked by Karen Moreno

C Join now to see all activity )

Experience

. Vice President, Associate General Counsel
gjﬁ Hackensack Meridian Health

Feb 2025 - Present - 3 months

New Jersey, United States

ExxonMobil

21 years 9 months

Senior Counsel - Artificial Intelligence Legal SME
Aug 2022 - Feb 2025 - 2 years 7 months
Annandale, New Jersey, United States

= Lead a team of legal professionals, ensuring seamless implementation of Artificial
Intelligence within the ExxonMobil ecosystem. Our goal: harness the myriad benefits
of Al while proactively managing evolving legal risks.

= Spearhead the cross-functional ExxonMaobil Artificial Intelligence Governance Team,
collaborating with IT, Business, HR, Risk Management professionals, and fellow
lawyers. Together, we develop robust Al governance policies.



= Operate with agility and speed in a dynamic environment, enabling our Technology
Scouts to secure critical intellectual property rights from nascent technology owners.
Collaborate and foster partnerships with national and international universities to
drive and develop research in emerging sciences to support the energy transition.

Show less .~

General Counsel, Czech Republic
Aug 2018 - Feb 2025 - 6 years 7 months

Prague, Czechia

» Supervised the legal team across the European Global Business Centers, adeptly
handling a multifaceted portfolio. Provided comprehensive legal advice to the C-suite,
executed corporate governance activities, and counseled senior management on
privacy, compliance, employment, and risk matters. Managed the Procurement
Lawyers Network across EMEA, Americas, and Asia Pacific, fostering collaborative and
globally consistent legal and commercial practices.

Counsel
Apr 2012 - Feb 2025 - 12 years 11 months

Houston, Texas

» Advised on global supply chain matters, ensuring reliable transportation and
logistics for seamless operations in Downstream and Chemicals business lines.

» Negotiated and drafted all commercial contracts for a greenfield petrochemical
complex in Corpus Cristi.

= Guided client and business through crisis management during Hurricane Harvey
disruptions.

= Authored and Megotiated Software Licensing and Cloud Computing Agreements,
resulting in substantial cost-savings for the organization.

= Collaborated with industry partners, the Department of Justice, and the SEC to shape
a comprehensive Cyber Security Act to effectively address Cybersecurity and Critical
Infrastructure concerns without imposing cumbersome regulations and while fostering
industry-driven best practices, information sharing, and establishing liability
protections. Provided expert advice on all cybersecurity matters.

Shaw less -~

Counsel

Jun 2003 - Feb 2025 - 21 years 9 months

» Structured and closed deals valued at over $800 Million, Successfully divested
investments in the United States. Supported all commercial aspects of deals and



additionally, brokered employment contract negotiations for prospective buyers.
- Litigated worker compensation administrative hearings and arbitrations, managed
employment and civil torts claims. Carried out depositions and other discovery.

Education

R Rutgers, The State University of New Jersey - Rutgers Business School
wmaness  Master of Business Administration (MBA) - Marketing/Marketing Management,

Management
2001 - 2003

Rutgers Law School
Juris Doctor
)

1999 - 2003
Rutgers, The State University of New Jersey-Camden
Doctor of Law (JD) - International Business, Trade, and Tax Law

1999 - 2003

13’-4?? Bryn Mawr College
"i;-;;m{jn Bachelor of Arts (B.A.) - Political Science and Government

1994 - 1998

ﬁ“ﬁ Bryn Mawr College
,}mf:” Bachelor of Arts (B.A) - Spanish Language and Literature

1994 - 1998

Volunteer Experience

Pro Bono Counsel
Kids in Meed of Defense (KIND)
Jan 2015 - Present - 10 years 4 months

Children




Providing legal counsel to undocumented children fleeing their home countries due
to gang viclence. My responsibility is to assist them through the immigration process
and hopefully avoid removal proceedings.

Pro Bono Attorney
Tahirih Justice Center

Sep 2012 - Present - 12 years 8 months

Human Rights
Help victims of domestic violence navigate through the immigration process to in
order to gain legal status in the United States.

Languages

English
Mative or bilingual proficiency

Spanish
Mative or bilingual proficiency

Recommendations received

‘ , Laurens Bakker
"I've had the pleasure of working with Karen for several years and she has been of
tremendous value to the business and to me personally. Karen has a unique capability of
matching an in-depth understanding of Corporate Law and all things related, with agility
and a strong commercial drive. on top of that, she is incredibly customer-focused and
always locking to drive the most beneficial outcome for her clients, she has continuously
shown great dedication and care, All these things together make Karen a true asset to any
team negotiating legal matters. *

1 person has recommended Karen

<Join now to view>
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Rahan Uddin
Senior Corporate Counsel, Director at Microsoft | Al | Healthcare | Cloud | Technology & Commercial

Transactions
Bronx, New York, United States - Contact Info
1K followers - 500+ connections

m See your mutual connections

Join to view profile < T Message >

"v_* New York Law School

B® Microsoft

Activity



Today | am sharing that | have accepted a new role at Microsoft, leading the US
Public Sector Industries segment which includes the Federal, State &...

Liked by Rahan Uddin

C Join now to see all activity >

Experience
mm Microsoft
s years

Senior Corporate Counsel, Director, Americas Customer and Partner
Solutions
Mar 2023 - Present - 2 years 2 months

New York City Metropolitan Area

Principal Corporate Counsel
May 2020 - Mar 2023 - 2 years 11 months

MNew York, New York, United States

Corporate Counsel, Intellectual Property and Transactions
-
Jan 2011 - May 2020 - 9 years 5 months

Westchester, New York



« Draft and Negotiate terms on transactions with companies, universities, and
agencies, including patent and source and object code licenses, JDAs, open research
collaborations, IP income and ME&A deals

- Advise engineers, business leaders and legal leadership on IP ownership and
licensing issues

= Manage innovation awards, new-hire programs, patent licenses and assignments, IP
education, third party content use proposals, data, images and code

= Lead patent mining, invention review, patent filing and patent prosecution on over
500 inventions in Artificial Intelligence, Machine Learning, Cognitive Computing,
Quantum Computing, and Healthcare

» Advise business units (including Security, Watson Education, Analytics, Cognitive
Solutions, and Watson Customer Engagement) on the development, integration, and
licensing of hardware, software, and cloud service offerings, and development and
implementation of critical cloud and on-premise offerings from beta to general
commercial availability

Contract Litigation Attorney
- Kaye Scholer LLP
May 2010 - Jan 2011 - 9 months

Greater Mew York City Area

= Assisted firm partner and senior litigation attorneys on patent infringement and anti-
trust claims in genetically modified crops

- Identified key issues and facts to support patentability of client's technology;
Identified key facts to support anti-trust activity and unfair monopoly by large
corporation; Wrote memorandum for witness deposition

Maorrison 8 Foerster LLP
Apr 2009 - May 2010 - 1 year 2 months

‘ Contract Litigation Attorney

» Assisted on AMDA litigation: case development, invalidity analysis; review lab
notebooks and drug assay development procedures/results; identify key issues and
facts to support indefiniteness, anticipation, and lack of written description support for
adverse party patents; case settled after key issue in contention incorporated in the
AlA statute

Project Manager
‘ Center for Patent Innovations at NYLS



Jan 2007 - Mar 2009 - 2 years 3 months

- Selected for competitive fellowship position to develop and implement third party
prior art submission/review pilot in cooperation with the United States Patent and
Trademark Office (USPTO)

» Facilitated weekly conferences with general counsel of sponsor companies;
developed project protocols; coordinated workshops with patent practitioners to
identify issues raised by Patent Reform Act of 2007

= Developed and implemented patent education materials and outreach materials; and
presented peer-to-patent at Intellectual Property Committee of the Institute of
Electrical and Electronics Engineers annual meeting, the IP Patent meeting at the
MacArthur Foundation, Peer-to-patent implementation meeting at the USPTO, and
other patent conferences and workshops

Director, Information Systems and Support
o The After-School Corporation
Jul 2001 - Jan 2007 -5 years 7 months

The Cluen Corporation
MNov 1998 - Jul 2001 - 2 years 9 months

= Team Leader, Training and Support

Education

"I?s New York Law School
e JO - |P

Lir Gt

The City College of New York
CCNY [

More activity by Rahan
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Practice Areas
Corporate & Securities *+ Tech, Privacy and Data Innovations

Industry Experience
Alternative Capital *+ Healthcare & Hospital + Privacy & Data Security

|

Frank Xavier Wukovits practices with the firm’s Tech, Privacy, & Data Innovations and Corporate & Securities Groups.

Frank dedicates his practice to working with entities at the intersection of law, business, and emerging technologies,
ranging from startups, emerging growth companies, private companies, and Fortune 500 companies to private equity
funds, venture capital funds, corporate VCs, family offices, and angel investors that invest in those companies.

Frank works with entities across the entire corporate life cycle, including strategic planning and decision making prior to
formation, governance, corporate counseling, venture capital, debt and equity financings, series funding, joint ventures,
mergers and acquisitions, and integration.



Frank’s passion is rooted in helping clients identify, assess, adopt, and benefit from advanced technologies, such as
artificial intelligence. This includes guiding entities in the development, deployment, acquisition, and use of products and
services that incorporate artificial intelligence, machine learning, and automated processing.

Frank also enjoys guiding clients on complex matters involving corporate compliance, cybersecurity, privacy, integration,
analytics, and digital forensics. Among other things, this includes identifying and mitigating risks to an organization's
core business functions, leading vulnerability and risk assessments, investigating and responding to data breaches,
protecting organizational assets and systems, and implementing effective security protocols, policies, and procedures.

Frank also negotiates and drafts agreements involving application development, end user licenses, Software-as-a-
Service (SaaS), Infrastructure-as-a-Service (laaS), secure cloud computing, mobile computing, information technology,
data licensing, e-commerce, AdTech, marketing tech, insurtech, and healthcare with service providers, vendors, partners,
developers, business associates, manufacturers, suppliers, customers, and other entities. Frank’s experience in complex
healthcare transactions includes, but is not limited to, strategic planning and negotiation of documentation for the
organization, management, financing, merger, acquisition, and integration of healthcare facilities. Frank's healthcare
transactional experience is buttressed by his experience litigating highly contested federal and state healthcare legal
issues.

Frank’s speaking engagements include seminars and presentations for board members, executives, in-house counsel,
managers, industry experts, attorneys, and law students in the realm of mergers and acquisitions, artificial intelligence,
data security and privacy, risk management, current and trending issues, threat analysis, cost benefit analysis, and
compliance.

Frank is also a faculty member and adjunct professor at the Stillman School of Business at Seton Hall University in the
Department of Economics and Legal Studies. There, he administers a business course intended to enhance students’
legal acumen for effective decision-making as successful entrepreneurs and impactful managers of private and public
companies. His goal is to prepare business students to overcome ever-evolving legal and regulatory challenges and
maximize business opportunities across various industries.

Prior to joining CSG Law, Frank litigated complex disputes in federal, state, appellate, and arbitration proceedings ranging
from contract disputes to class actions and federal Racketeer Influenced and Corrupt Organizations Act (RICO) claims.

While in law school, Frank served as a judicial intern for the Honorable Esther Salas, United States District Court, District
of New Jersey, as well as the Honorable Thomas J. Walsh, Superior Court of New Jersey, Law Division, Civil Part. Frank
also interned for the Federal Trade Commission, the Data Privacy and Cybersecurity Section of the New Jersey Office of
the Attorney General, and a Fortune 500 company ranked as one of the world’s largest IT management services firms.

Frank received his Juris Doctorate from Seton Hall University School of Law, with a concentration in Data Privacy &
Security; Masters of Engineering from The George Washington University — School of Engineering & Applied Science,
with a concentration in Cybersecurity Policy and Compliance; and Bachelor of Arts in Political Science from Colgate
University.

Honors

Selected to the New Jersey Super Lawyers — Rising Stars list, Business/Corporate (2023-2025)

Finalist, New Jersey Law Journal, Innovators Award (2024)

Award Methodology
*No aspect of this advertisement has been approved by the Supreme Court of New Jersey.



Involvement

Commerce & Industry Association of New Jersey (CIANJ), Steering Committee
Law360, New Jersey Editorial Advisory Board

New Jersey State Bar Association, Health Law Section, Co-Chair, Legislative Coordinator Committee; Planning
Committee & Member, Privacy Law Committee

Seton Hall University School of Law, Privacy Compliance Advisory Council
International Association of Privacy Professionals (IAPP)

Seton Hall University, Stillman School of Business, Department of Economics and Legal Studies, Faculty Member and
Adjunct Professor

Education

Seton Hall University School of Law (J.D., 2019)
The George Washington University — School of Engineering & Applied Science (M.Eng., 2023)
Colgate University (B.A., 2016)

Admissions

New Jersey

U.S. District Court, District of New Jersey
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